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ABSTRAK

Hybrid port knocking(HPK) merupakan pengembangan metode port knockingyang
menggunakan tiga konsep yaitu port knocking, steganografi, dan mutual authentication
untuk meningkatan keamanan jaringan. Pada penelitian ini, dilakukan pengujian kinerja
hybrid port knocking[4] berbasis enkripsi GnuPG menggunakan RSA and RSA public
key algorithm, DSA and ElGamal public-key algorithm serta DSA and RSA public key
algorithm. Hasil uji coba menunjukkan bahwa HPK server dan client script berbasis DSA
and ElGamal public key algorithm memerlukan waktu dan konsumsi memori paling
banyak, diikuti dengan HPK server dan client script berbasis DSA and RSA public key
algorithm lalu HPK server dan client script berbasis RSA and RSA public key algorithm.
Perbedaan ini terjadi karena algoritma ElGamal melakukan enkripsi dengan
menggunakan perhitungan logaritma diskrit sehingga memerlukan waktu lebih lama
dalam pemrosesannya dibandingkan dengan RSA yang melakukan enkripsi dengan
memfaktorkan angka dalam jumlah besar.

Kata kunci: Port knocking, HPK, Firewall, kriptografi, steganografi, mutual
authentication
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ABSTRACT

Hybrid port knocking(HPK) is another form of port knockingtechnique that utilizes three
concepts, these are port knocking, steganography, and mutual authentication, to improve
network security. In this research, the performance of HPK[4] with RSA and RSA public-key
algorithm, DSA and ElGamal public-key algorithm, DSA and RSA public-key algorithm was
analized to know how fast are HPK server and client script running, how much memory are
consumed. The experiment result shows that HPK server and client script with DSA and
ElGamal public key algorithm needs more time and memory than the others, followed by
HPK server and client script with DSA and RSA public key algorithm, then HPK server and
client script with RSA and RSA public key algorithm. The difference is caused by the
computation complexity such as EIGamal algorithm that uses complex discrete logartihm for
encryption so that it needs more processing time than RSA that use large number
factorization.

Keyword: Port knocking, HPK, firewall, cryptography, steganography, mutual
authentication
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