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DETEKSI ANOMALI (SERANGAN DDOS) PADA LALU LINTAS
JARINGAN MENGGUNAKAN ALGORITMA ISOLATION FOREST DAN

ONE-CLASS SVM

Matthew

ABSTRAK

Serangan DDoS merupakan ancaman serius dalam dunia siber yang dapat
menyebabkan kerugian besar bagi organisasi dan infrastruktur sehingga terdapat
berbagai pendekatan untuk menghindari serta mendeteksi serangan DDos
seperti Deteksi Berbasis Tanda Tangan (Signature-Based Detection), Sistem
Intrusion Prevention System (IPS), serta Pemodelan dan Pembelajaran Mesin.
Dua algoritma yang sering digunakan untuk deteksi anomali adalah Support
Vector Machines (SVM) dan Isolation Forest. Menggunakan dua algoritma
tersebut, dilakukan pembangunan model untuk deteksi anomali dan dibandingkan.
Pembangunan model menggunakan beberapa metode seperti Synthetic Minority
Over-sampling Technique (SMOTE) dan hyperparameter tuning menggunakan
RandomizedSearchCV. Hasil penelitian menunjukkan kinerja kedua model kurang
efektif dalam menghadapi data yang kompleks.

Kata kunci: DDoS, F1-Score, Hyperparameter tuning, Intrusion Prevention
System, Isolation Forest, RandomizedSearchCV, Support Vector Machines,
Synthetic Minority Over-sampling Technique
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Anomaly Detection (DDoS Attack) on Network Traffic Using the Isolation
Forest and One-Class SVM Algorithm

Matthew

ABSTRACT

Kata kunci: DDoS, F1-Score, Hyperparameter tuning, Intrusion Prevention
System, Isolation Forest, RandomizedSearchCV, Support Vector Machines,
Synthetic Minority Over-sampling Technique DDoS attacks are a serious threat in
the cyber world that can cause major losses to organizations and infrastructure so
there are various approaches to avoid and detect DDoS attacks such as Signature-
Based Detection, Intrusion Prevention System (IPS) , and Modeling and Machine
Learning. Two algorithms that are often used for anomaly detection are Support
Vector Machines (SVM) and Isolation Forest. Using these two algorithms, a
model was built for anomaly detection and compared. Model construction uses
several methods such as Synthetic Minority Over-sampling Technique (SMOTE) and
hyperparameter tuning using RandomizedSearchCV. The research results show that
the performance of the two models is less effective in dealing with complex data.

Kata kunci: DDoS, F1-Score, Hyperparameter tuning, Intrusion Prevention
System, Isolation Forest, RandomizedSearchCV, Support Vector Machines,
Synthetic Minority Over-sampling Technique
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