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ANALISIS PERBANDINGAN ALGORITMA MACHINE
LEARNING UNTUK DETEKSI URL PHISHING DENGAN
PENGEMBANGAN APLIKASI BERBASIS WEB PADA PT

BANK CENTRAL ASIA, TBK

Michael Owen Kohar

ABSTRAK
Penelitian ini berfokus pada ancaman keamanan siber berupa serangan phishing

yang semakin meningkat, khususnya di sektor perbankan. PT Bank Central Asia,
Thk (BCA) menjadi salah satu target utama serangan ini karena basis pelanggan
yang luas dan data keuangan yang sensitif. Serangan phishing melalui URL palsu
dapat menyebabkan kerugian finansial signifikan dan merusak kepercayaan nasabah
terhadap layanan perbankan digital. Oleh karena itu, diperlukan sistem deteksi URL
phishing berbasis machine learning untuk membantu memitigasi risiko tersebut.

Metode CRISP-DM digunakan dalam penelitian ini untuk memandu
pengembangan sistem, meliputi pemahaman bisnis, analisis data, persiapan data,
pemodelan, evaluasi, dan implementasi. Data yang digunakan berupa kumpulan
URL hasil interaksi digital di BCA, yang telah melalui proses seleksi untuk
mengidentifikasi URL phishing dan non-phishing. Beberapa algoritma machine
learning, seperti Support Vector Machine (SVM), Random Forest, Decision Tree,
dan Naive Bayes, diterapkan dan dibandingkan berdasarkan akurasi dan kemampuan
mendeteksi URL phishing.

Hasil penelitian menunjukkan bahwa algoritma SVM memiliki performa terbaik
dengan Akurasi pelatihan adalah 99.82%, dan akurasi pengujian adalah 99.88%,
diikuti oleh Decision Tree Akurasi pelatihan (Training Accuracy) adalah 99.26%,
dan akurasi pengujian (Testing Accuracy) adalah 98.77%, Random Forest Akurasi
pelatihan adalah 99.08%, dan akurasi pengujian adalah 98.65%, dan Naive Bayes
Akurasi pelatihan adalah 92.99%, dan akurasi pengujian adalah 92.51%. Sistem ini
kemudian diimplementasikan dalam antarmuka berbasis web menggunakan Flask,
yang memudahkan pengguna untuk memvalidasi URL mencurigakan secara real-
time.

Kata kunci: deteksi URL, keamanan siber, machine learning, phishing, sistem
berbasis web
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COMPARATIVE ANALYSIS OF MACHINE LEARNING
ALGORITHM FOR PHISHING URL DETECTION WITH
WEB-BASED APPLICATION DEVELOPMENT AT PT BANK
CENTRAL ASIA, TBK

Michael Owen Kohar

ABSTRACT (English)

This study focuses on the growing threat of cyberattacks, particularly phishing, in
the banking sector. PT Bank Central Asia, Tbk (BCA) is one of the primary targets
of these attacks due to its large customer base and sensitive financial data. Phishing
attacks through fake URLs can lead to significant financial losses and damage
customer trust in digital banking services. Therefore, a machine learning-based
phishing URL detection system is essential to mitigate these risks.

The CRISP-DM methodology was employed in this research to guide the system
development process, including business understanding, data analysis, data
preparation, modeling, evaluation, and implementation. The dataset used consists of
URLSs from digital interactions at BCA, which were processed to identify phishing
and non-phishing URLs. Several machine learning algorithms, such as Support
Vector Machine (SVM), Random Forest, Decision Tree, and Naive Bayes, were
applied and compared based on their accuracy and phishing detection capabilities.

The research results indicate that the SVM algorithm achieved the best
performance with a training accuracy of 99.82% and a testing accuracy of 99.88%,
followed by Decision Tree with a training accuracy of 99.26% and a testing
accuracy of 98.77%, Random Forest with a training accuracy of 99.08% and a
testing accuracy of 98.65%, and Naive Bayes with a training accuracy of 92.99%
and a testing accuracy of 92.51%. The system was then implemented in a web-based
interface using Flask, allowing users to validate suspicious URLS in real-time.

Keywords: cybersecurity, machine learning, phishing, system-based web,
URL detection
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