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METODE DETEKSI DEEPFAKE MELALUI SELEKSI FITUR GAMBAR
DENGAN MENGGUNAKAN ALGORITMA SUPPORT VECTOR
MACHINE

Matthew Man Young Leemans

ABSTRAK

Deepfake, teknologi berbasis Al yang mampu memanipulasi gambar, video, dan
suara secara realistis, memiliki dampak negatif seperti penyebaran informasi palsu
dan penipuan. Penelitian ini bertujuan untuk mengembangkan metode deteksi
deepfake yang lebih akurat dan efisien menggunakan Support Vector Machine
(SVM) serta teknik seleksi fitur: LASSO, PCA, dan SelectKBest. Dataset
“Deepfake and Real Images™ dari Kaggle digunakan dengan pra-pemrosesan untuk
menyaring fitur relevan guna meningkatkan efisiensi pelatihan dan akurasi. Evaluasi
melalui 5-Fold Cross Validation menunjukkan bahwa LASSO memberikan akurasi
terbaik (uji: 70,88%, validasi: 75,39%), diikuti PCA (uji: 69,55%, validasi:
73,67%) dan SelectKBest (uji: 67,73%, validasi: 71,4%). Tanpa seleksi fitur,
waktu pelatihan mencapai 3 jam 1 menit, jauh lebih lama dibandingkan PCA
(6 menit 58 detik), meskipun akurasi uji hanya sedikit lebih rendah (69,29%).
Kesimpulannya, seleksi fitur memainkan peran penting dalam meningkatkan
performa model, dengan LASSO menjadi metode terbaik untuk menyaring fitur
relevan dan mengurangi overfitting. Penelitian lanjutan dapat menggabungkan
seleksi fitur dengan model deep learning, seperti CNN, untuk mendeteksi pola yang
lebih kompleks pada video dan audio.

Kata kunci: Deepfake, Artificial Intelligence, Support Vector Machine, Seleksi
Fitur
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DEEPFAKE DETECTION METHOD THROUGH IMAGE FEATURE
SELECTION USING SUPPORT VECTOR MACHINE ALGORITHM

Matthew Man Young Leemans

ABSTRACT

Deepfake, an Al-based technology capable of manipulating images, videos, and
sounds realistically, has negative impacts such as the spread of false information
and fraud. This study aims to develop a more accurate and efficient deepfake
detection method using Support Vector Machine (SVM) and feature selection
techniques: LASSO, PCA, and SelectKBest. The “Deepfake and Real Images”
dataset from Kaggle is used with pre-processing to filter relevant features to improve
training efficiency and accuracy. Evaluation through 5-Fold Cross Validation
shows that LASSO provides the best accuracy (test: 70.88%, validation: 75.39%),
followed by PCA (test: 69.55%, validation: 73.67%) and SelectKBest (test:
67.73%, validation: 71.4%). Without feature selection, the training time reaches
3 hours and 1 minute, much longer than PCA (6 minutes 58 seconds), although
the test accuracy is only slightly lower (69.29%). In conclusion, feature selection
plays a significant role in improving model performance, with LASSO being the
best method to filter relevant features and reduce overfitting. Further research can
combine feature selection with deep learning models, such as CNN, to detect more
complex patterns in video and audio.

Keywords: Deepfake, Artificial Intelligence, Support Vector Machine, Feature
Selection
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