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PERAN CYBER SECURITY ANALYST DALAM MONITORING DAN
ANALISIS ANCAMAN

SIBER PADA PT DEFENDER NUSA
SEMESTA

Raphael Constantine Kurniajaya

ABSTRAK

Dalam kegiatan operasional Security Operation Center (SOC), sistem keamanan
menghasilkan berbagai alert yang harus dianalisis untuk menentukan konteks
ancaman serta dampaknya terhadap infrastruktur pelanggan. Proses ini melibatkan
pengumpulan data, pemeriksaan log, korelasi antar perangkat keamanan, serta
dokumentasi insiden secara terstruktur. PT Defender Nusa Semesta (Defenxor)
merupakan perusahaan penyedia layanan keamanan informasi yang melayani
berbagai sektor industri, termasuk pemerintahan dan BUMN. Kegiatan magang
dilaksanakan di lingkungan SOC Defenxor dengan fokus pada peran sebagai Level-
1 (L1) Security Analyst, yang mencakup pemantauan log, analisis alert, dan
pengiriman notifikasi insiden kepada pelanggan. Selama program magang, berbagai
perangkat keamanan digunakan untuk menunjang proses investigasi teknis. Analisis
dilakukan melalui integrasi antara log perangkat, sumber informasi eksternal,
serta acuan prosedural dalam SOC Playbook. Studi kasus insiden seperti web
scanning, brute force login, dan malware infection menjadi bagian dari pengalaman
operasional yang memberikan pemahaman praktis mengenai mekanisme deteksi
dan respons terhadap ancaman siber secara profesional.

Kata kunci: keamanan informasi, L1 Analyst, monitoring, SOC.
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THE ROLE OF CYBER SECURITY ANALYST IN THREAT MONITORING
AND ANALYSIS AT PT DEFENDER NUSA SEMESTA

Raphael Constantine Kurniajaya

ABSTRACT

In the operational activities of the Security Operation Center (SOC), security
systems generate various alerts that must be analyzed to determine the context
of threats and their potential impact on the client’s infrastructure. This process
involves data collection, log examination, cross-device correlation, and structured
incident documentation. PT Defender Nusa Semesta (Defenxor) is a cyber security
service provider that supports multiple industrial sectors, including government
and state-owned enterprises. The internship program was carried out within
Defenxor’s SOC environment, with a focus on the role of a Level-1 (L1) Security
Analyst, involving log monitoring, alert analysis, and incident notification to clients.
Throughout the internship, various security tools were utilized to support the
technical investigation process. The analysis was conducted through integrated
log correlation, external threat intelligence enrichment, and procedural references
based on the SOC Playbook. Case studies involving incidents such as web scanning,
brute force login, and malware infection contributed to hands-on experience in
understanding the detection and response mechanisms required for professional
cyber security operations.

Keywords: information security, L1 Analyst, monitoring, SOC.
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