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STRATEGI SECURITY MONITORING DAN INCIDENT RESPONSE
DALAM MENJAGA KEAMANAN SIBER DI PT DEFENDER NUSA
SEMESTA

Syahid Bandoro Suryo

ABSTRAK

Strategi security monitoring dan incident response di PT Defender Nusa Semesta
dijalankan melalui operasional Security Operations Center (SOC) yang beroperasi
selama 24 jam untuk memastikan deteksi dini dan penanganan cepat terhadap
ancaman siber. Sistem SIEM digunakan sebagai alat utama untuk memantau
dan menganalisis log dari berbagai perangkat secara real-time. Tantangan dalam
proses monitoring, seperti tingginya jumlah false positive, dapat mengganggu
efisiensi serta menghambat fokus analisis terhadap ancaman yang valid. Untuk
mengatasinya, diterapkan tahapan kerja terstruktur berupa validasi alarm, analisis
log mendalam, penyusunan notifikasi insiden, serta eskalasi teknis melalui sistem
ticketing internal. Selain itu, penggunaan playbook dan dokumentasi berbasis studi
kasus turut mendukung konsistensi dalam pengambilan keputusan. Pendekatan ini
terbukti meningkatkan efektivitas pemantauan keamanan dan memperkuat respons
terhadap insiden siber.

Kata kunci: False Positive, Incident Response, Security Monitoring, SOC (urut
abjad)
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SECURITY MONITORING AND INCIDENT RESPONSE STRATEGIES IN
SAFEGUARDING CYBERSECURITY AT PT DEFENDER NUSA SEMESTA

Syahid Bandoro Suryo

ABSTRACT

The security monitoring and incident response strategy at PT Defender Nusa
Semesta is implemented through a 24/7 Security Operations Center (SOC) to ensure
early detection and timely handling of cyber threats. A SIEM system is used as the
primary tool to monitor and analyze logs from various security devices in real-
time. Challenges such as a high volume of false positives may reduce efficiency and
hinder the focus on valid threats. To address this, a structured workflow is applied,
including alarm validation, in-depth log analysis, incident notification drafting, and
technical escalation through an internal ticketing system. Additionally, the use of
playbooks and case-based documentation supports consistency in decision-making.
This approach improves the effectiveness of security monitoring and strengthens
incident response capabilities.

Keywords: False Positive, Incident Response, Security Monitoring, SOC (in
alphabetical order)
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