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MONITORING SISTEM SIEM DAN EDR DALAM DIVISI SECURITY
OPERATION CENTER (SOC) DI PT VISIONET DATA INTERNASIONAL

Ignasius Denni Hermawan

ABSTRAK

PT Visionet Data Internasional merupakan perusahaan IT Managed Services di
Indonesia yang memiliki berbagai klien dari beragam sektor industri. Dalam
menjaga keamanan sistem informasi milik klien, Visionet mengandalkan layanan
Security Operations Center (SOC) yang didukung oleh penerapan teknologi SIEM
(Security Information and Event Management) dan EDR (Endpoint Detection and
Response). Dalam rangka mendukung operasional SOC, dilaksanakan praktik
kerja magang dengan fokus pada proses monitoring dan eskalasi insiden keamanan
siber berdasarkan alert yang muncul dari sistem Wazuh/SOCFortress (SIEM) dan
SentinelOne (EDR). Kegiatan magang melibatkan analisis alert, verifikasi melalui
platform threat intelligence, hingga pelaporan kepada PIC klien. Selain itu, peserta
magang juga mengikuti pelatihan (bootcamp) dan diberikan kesempatan untuk
mendalami threat intelligence serta investigasi insiden saat berada di SOC Level
2. Selama masa magang, praktik kerja ini berhasil memberikan kontribusi nyata
terhadap kelancaran operasional SOC serta meningkatkan pengalaman teknis dalam
menghadapi tantangan di dunia keamanan siber secara langsung.

Kata kunci: Alert, Endpoint Detection and Response (EDR), Eskalasi, Security
Information and Event Management (SIEM), Security Operation Center (SOC)
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SIEM AND EDR SYSTEM MONITORING IN SECURITY OPERATION
CENTER (SOC) DIVISION AT PT VISIONET DATA INTERNASIONAL

Ignasius Denni Hermawan

ABSTRACT

PT Visionet Data Internasional is an IT Managed Services company in Indonesia
that serves various clients across multiple industries. To ensure the security of
clients’ information systems, Visionet operates a Security Operations Center (SOC)
supported by Security Information and Event Management (SIEM) and Endpoint
Detection and Response (EDR) technologies. As part of the SOC operations,
an internship program was conducted focusing on monitoring and escalating
cybersecurity incidents based on alerts generated from the Wazuh (SIEM) and
SentinelOne (EDR) systems. The internship tasks included analyzing alerts,
verifying indicators through threat intelligence platforms, and reporting to the
appropriate person-in-charge (PIC) at the client side. In addition, the intern
participated in bootcamp training and gained experience in threat intelligence and
incident investigation while working in SOC Level 2. This internship provided
valuable contributions to SOC operations and enhanced the intern’s technical skills
in dealing with real-world cybersecurity challenges.

Keywords: Alert, Endpoint Detection and Response (EDR), Escalation, Security
Information and Event Management (SIEM), Security Operations Center (SOC)
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