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IMPLEMENTASI DAN KONFIGURASI FORTIGATE UNTUK
MELINDUNGI JARINGAN PERUSAHAAN

Ignatius Steven

ABSTRAK

Seiring meningkatnya ancaman siber, perusahaan memerlukan solusi keamanan
yang lebih dari sekadar firewall tradisional. Laporan kerja magang ini bertujuan
untuk mendokumentasikan implementasi dan konfigurasi kebijakan keamanan
komprehensif pada perangkat FortiGate untuk meningkatkan perlindungan dan
efisiensi jaringan perusahaan. Metode yang digunakan adalah studi kasus dengan
membangun topologi jaringan antar kantor pusat dan kantor cabang di lingkungan
lab. Konfigurasi mencakup pembangunan tunnel IPsec VPN model Dial-up,
penerapan Firewall Policy yang spesifik, Traffic Shaping, serta aktivasi fitur Next-
Generation Firewall (NGFW) seperti Antivirus, Web Filter, Application Control,
dan IPS. Hasilnya menunjukkan keberhasilan pembentukan koneksi VPN yang
aman dan stabil. Fungsionalitas kebijakan firewall, manajemen bandwidth, dan
profil keamanan NGFW telah berhasil diverifikasi melalui serangkaian pengujian.
Implementasi ini membuktikan bahwa penggunaan FortiGate secara terintegrasi
mampu membangun sistem pertahanan berlapis yang efektif untuk menjawab
tantangan keamanan jaringan modern.

Kata kunci: FortiGate, IPsec VPN, Keamanan Jaringan, NGFW
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IMPLEMENTATION AND CONFIGURING FORTIGATE TO PROTECT
ORGANIZATION NETWORK SYSTEM

Ignatius Steven

ABSTRACT

As cyber threats increase, companies require security solutions beyond traditional
firewalls. This internship report aims to document the implementation and
configuration of comprehensive security policies on a FortiGate device to enhance
corporate network protection and efficiency. The method used was a case study,
building a network topology between a head office and a branch office in a lab
environment. The configuration included establishing a Dial-up model IPsec VPN
tunnel, applying specific Firewall Policies, Traffic Shaping, and activating Next-
Generation Firewall (NGFW) features such as Antivirus, Web Filter, Application
Control, and IPS. The results demonstrate the successful establishment of a secure
and stable VPN connection. The functionality of the firewall policies, bandwidth
management, and NGFW security profiles was successfully verified through a series
of tests. This implementation proves that the integrated use of a FortiGate can build
an effective, layered defense system to meet modern network security challenges.

Keywords: FortiGate, IPsec VPN, Network Security, NGFW
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