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PERAN SECURITY ANALYST DALAM MONITORING KEAMANAN
DATA MENGGUNAKAN SIEM PADA PT. DEFENDER NUSA SEMESTA

Azalea Keisha Putri

ABSTRAK

Ketergantungan yang tinggi terhadap sistem digital turut meningkatkan risiko
serangan siber yang dapat mengancam keamanan data organisasi. Dalam konteks
tersebut, peran Security Analyst yang didukung oleh sistem Security Information
and Event Management (SIEM) menjadi elemen krusial dalam melakukan
pemantauan ancaman secara waktu nyata (real-time). Implementasi sistem ini pada
PT. Defender Nusa Semesta dilaksanakan melalui integrasi perangkat seperti Elastic
Stack, Grafana, dan Thruk, yang memungkinkan analisis log, korelasi insiden, serta
pelaporan teknis terhadap aktivitas mencurigakan. Selama pelaksanaan program
magang selama 18 minggu, kegiatan pemantauan dilakukan secara terstruktur,
mencakup proses monitoring sistem, validasi objek digital melalui referensi
eksternal seperti AbuseIPDB dan VirusTotal, serta komunikasi insiden dengan
pihak customer. Hasil implementasi menunjukkan bahwa kolaborasi antara SIEM
dan peran aktif Security Analyst mampu membentuk sistem keamanan data yang
adaptif, terdokumentasi, dan selaras dengan standar operasional perusahaan.

Kata kunci: Keamanan Data, Security Analyst, SIEM
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THE ROLE OF SECURITY ANALYSTS IN IMPLEMENTING DATA
SECURITY MONITORING USING SIEM AT THE SECURITY OPERATIONS

CENTER OF PT. DEFENDER NUSA SEMESTA

Azalea Keisha Putri

ABSTRACT

The high reliance on digital systems has increased the risk of cyberattacks
that threaten data security. In this context, the role of a Security Analyst,
supported by a Security Information and Event Management (SIEM) system,
becomes crucial for real-time threat monitoring. At PT. Defender Nusa Semesta,
this system was implemented through the integration of tools such as Elastic
Stack, Grafana, and Thruk, enabling log analysis, incident correlation, and
technical reporting of suspicious activities. Throughout the 20-week internship
program, monitoring activities were carried out in a structured manner, including
system observation, validation of digital objects using external references such
as AbuseIPDB and VirusTotal, and incident communication with external parties.
The implementation demonstrated that collaboration between the SIEM system
and the active involvement of the Security Analyst can establish an adaptive,
well-documented data security system aligned with the company’s operational
standards.

Keywords: Data Security, Security Analyst, SIEM
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