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PENERAPAN DAN PEMELIHARAAN INFRASTRUKTUR DATA
SECURITY UNTUK KLIEN PT SENTRA NETCOMINDO

Pandu Aji Wicaksono

ABSTRAK

PT Sentra Netcomindo merupakan perusahaan yang menyediakan layanan data
security dan solusi teknologi informasi. Perusahaan-perusahaan yang menjadi
klien PT Sentra Netcomindo ingin melindungi data sensitif mereka dari serangan
siber sekaligus mematuhi regulasi yang berlaku di Indonesia, termasuk UU PDP.
Untuk itu, PT Sentra Netcomindo menawarkan solusi efektif dengan menerapkan
teknologi keamanan data seperti CipherTrust Manager dan Hardware Security
Module (HSM). CipherTrust Manager berfungsi sebagai solusi manajemen enkripsi
yang memungkinkan pengaturan kebijakan enkripsi secara terpusat di seluruh
infrastruktur Teknologi Informasi (TI), baik di pusat data maupun di cloud. HSM
merupakan alat khusus yang digunakan untuk menjalankan operasi kriptografi
secara aman serta untuk mengelola kunci dengan tingkat keamanan tinggi.
Proses deployment untuk Windows Server Virtual Machine (VM) juga berhasil
dilaksanakan dengan lancar tanpa ada kendala, memungkinkan pengetesan produk
dilakukan lebih efisien tanpa mengganggu operasional sistem utama, sehingga
memastikan kelancaran penerapan dan pengujian produk sebelum ditawarkan untuk
klien dalam lingkungan yang aman dan terisolasi. Proses deployment CipherTrust
Manager telah berhasil dilaksanakan dan sudah berjalan dengan baik di infrastruktur
TI klien. Selain itu, preventive maintenance yang dilakukan juga menunjukkan
bahwa perangkat HSM Data Center, Disaster Recovery Center, dan Development
berfungsi normal tanpa kerusakan atau error.

Kata kunci: CipherTrust Manager, data security, deployment Windows Server
VM, Hardware Security Module, PT Sentra Netcomindo
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IMPLEMENTATION AND MAINTENANCE OF DATA SECURITY
INFRASTRUCTURE FOR PT SENTRA NETCOMINDO CLIENTS

Pandu Aji Wicaksono

ABSTRACT

PT Sentra Netcomindo is a company that provides data security services and IT
solutions. The companies that are clients of PT Sentra Netcomindo aim to protect
their sensitive data from cyberattacks while also complying with regulations in
Indonesia, including the Personal Data Protection Law (UU PDP). To address this,
PT Sentra Netcomindo offers an effective solution by implementing data security
technologies such as CipherTrust Manager and Hardware Security Module (HSM).
CipherTrust Manager serves as an encryption management solution that allows
centralized encryption policy management across the entire IT infrastructure,
both in data centers and the cloud. HSM is a specialized tool used to perform
cryptographic operations securely and manage encryption keys with a high level of
security. The deployment process for the Windows Server Virtual Machine (VM)
has also been successfully carried out without any issues, enabling product testing
to be conducted more efficiently without disrupting the main system operations,
thus ensuring smooth implementation and testing of the product before it is
offered to clients in a secure and isolated environment. The deployment of
CipherTrust Manager has been successfully implemented and is running well on the
client’s IT infrastructure. Additionally, the preventive maintenance performed also
indicates that the HSM devices in the Data Center, Disaster Recovery Center, and
Development environment are functioning normally without any damage or errors.

Keywords: CipherTrust Manager, data security, deployment Windows Server VM,
Hardware Security Module, PT Sentra Netcomindo
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