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IMPLEMENTASI FRAMEWORK MITRE ATT&CK UNTUK DETEKSI
ANCAMAN SIBER PADA SOC L1 PT DEFENDER NUSA SEMESTA

Alvianda Chairofta

ABSTRAK

Seiring dengan meningkatnya kompleksitas ancaman siber, organisasi memerlukan
pendekatan yang terstruktur untuk mendeteksi dan merespons insiden keamanan.
Laporan magang ini membahas implementasi praktis framework MITRE ATT&CK
sebagai basis pengetahuan untuk deteksi ancaman di lingkungan Security
Operations Center (SOC) Level 1 (LI) PT Defender Nusa Semesta. Melalui
kegiatan magang sebagai Security Analyst, dilakukan analisis mendalam terhadap
studi kasus anomali eksekusi regsvr32.exe yang terdeteksi pada sistem salah
satu customer. Proses analisis mencakup identifikasi case melalui Security
Information and Event Management (SIEM), investigasi dan korelasi log dari
berbagai perangkat keamanan seperti Wazuh HIDS dan Trend Micro, hingga
pemetaan aktivitas ancaman ke dalam taktik dan teknik (TTP) pada framework
MITRE ATT&CK. Hasil analisis berhasil mengidentifikasi beberapa TTP yang
digunakan penyerang, antara lain Execution (T1218.007: Regsvr32), Persistence
(T1547.001: Registry Run Keys / Startup Folder), dan Command and Control
(T1071.001: Web Protocols). Implementasi ini membuktikan bahwa MITRE
ATT&CK sangat efektif dalam menindaklanjuti, menstandarisasi proses analisis,
dan mempercepat respons insiden secara tepat.

Keywords: Deteksi Ancaman, Keamanan Siber, MITRE ATT&CK, Security
Operations Center (SOC)
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IMPLEMENTATION OF THE MITRE ATTCK FRAMEWORK FOR CYBER
THREAT DETECTION IN THE SOC L1 OF PT DEFENDER NUSA
SEMESTA

Alvianda Chairofta

ABSTRACT

As cyber threats continue to grow in complexity, organizations require a structured
approach to effectively detect and respond to security incidents. This internship
report discusses the practical implementation of the MITRE ATTCK framework
as a knowledge base for threat detection within the Security Operations Center
(SOC) Level 1 (L1) at PT Defender Nusa Semesta. During the internship as
a Security Analyst, an in-depth analysis was conducted on a case involving
anomalous execution of regsvr32.exe detected on a customer’s system. The
analysis process included case identification via the Security Information and
Event Management (SIEM) platform, log investigation and correlation from various
security tools such as Wazuh HIDS and Trend Micro, and mapping threat activities
to tactics, techniques, and procedures (TTPs) within the MITRE ATTCK framework.
The analysis successfully identified several TTPs used by the attacker, including
Execution (T1218.007: Regsvr32), Persistence (T1547.001: Registry Run Keys /
Startup Folder), and Command and Control (T1071.001: Web Protocols). This
implementation demonstrates that MITRE ATTCK is highly effective in facilitating
incident response, standardizing the analysis process, and accelerating accurate
threat mitigation.

Keywords: Cybersecurity, MITRE ATT&CK, Security Operations Center (SOC),
Threat Detection
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