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IDENTIFIKASI VIDEO DEEPFAKE MENGGUNAKAN DEEP LEARNING
MODEL RESNET-50 DAN ALGORITMA LSTM

Steven Arya Setyadharma Tri Cahya

ABSTRAK

Penyebaran video deepfake yang semakin masif menimbulkan tantangan serius
terhadap integritas informasi digital. Teknologi deepfake berbasis deep learning,
khususnya Generative Adversarial Networks (GANs), mampu menghasilkan video
sintetis yang sangat meyakinkan, sehingga sulit dibedakan dari video asli.
Metode deteksi konvensional semakin kurang efektif seiring berkembangnya teknik
manipulasi seperti face swapping dan lip-syncing. Oleh karena itu, penelitian
ini mengangkat masalah bagaimana mengimplementasikan kombinasi algoritma
ResNet-50 dan LSTM untuk membangun model deteksi video deepfake, serta
mengevaluasi performa akurasinya. Penelitian ini bertujuan untuk mengembangkan
dan mengevaluasi model deteksi video deepfake dengan memanfaatkan ResNet-
50 sebagai feature extractor untuk merepresentasikan informasi spasial dari setiap
frame, dan LSTM sebagai pemodel urutan temporal untuk mendeteksi perubahan
ekspresi wajah dari rangkaian frame. Proses pelatihan dilakukan menggunakan
dataset ForgeryNet yang memiliki variasi manipulasi lebih kompleks dibanding
dataset umum seperti FaceForensics++ dan Celeb-DF. Model dikembangkan
melalui eksplorasi 30 kombinasi hyperparameter untuk mendapatkan konfigurasi
terbaik. Hasil terbaik diperoleh pada kombinasi: 512 LSTM Units, 2 LSTM
Layers, Sequence Length 16, Dropout Rate 0.3, Learning Rate le-5, Weight
Decay le-3, Batch Size 24, RAdam Optimizer, Cross-Entropy Loss, dan Scheduler
ReduceLROnPlateau. Model akhir menunjukkan performa deteksi yang tinggi
dengan akurasi 96.65%, Precision 0.9753, Recall 0.9576, FI Score 0.9664, dan
Loss 0.2034. Hasil ini menunjukkan bahwa pendekatan hybrid ResNet-50 dan
LSTM, dikombinasikan dengan eksplorasi hyperparameter yang optimal serta
penggunaan dataset yang kompleks, mampu menghasilkan sistem deteksi deepfake
yang adaptif dan andal.

Kata kunci: Deepfake, ResNet-50, LSTM, ForgeryNet, Deteksi Video,
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DEEPFAKE VIDEO IDENTIFICATION USING RESNET-50 DEEP
LEARNING MODEL AND LSTM ALGORITHM

Steven Arya Setyadharma Tri Cahya

ABSTRACT

The widespread of deepfake videos poses a serious challenge to the integrity of
digital information. Deepfake technology, based on deep learning and particularly
Generative Adversarial Networks (GANs), can generate synthetic videos that are
highly convincing and difficult to distinguish from authentic content. Conventional
detection methods are becoming less effective as manipulation techniques such
as face swapping and lip-syncing continue to evolve. Therefore, this research
addresses the problem of how to implement a combination of ResNet-50 and
LSTM algorithms to build a deepfake video detection model, and how to evaluate
its performance accuracy. This study aims to develop and evaluate a deepfake
video detection model by utilizing ResNet-50 as a feature extractor to represent
spatial information from each frame, and LSTM as a temporal sequence modeler
to detect changes in facial expressions across frames. The training process
was conducted using the ForgeryNet dataset, which contains more complex
manipulations compared to common datasets such as FaceForensics++ and
Celeb-DF. The model was developed by exploring 30 different hyperparameter
combinations to find the optimal configuration. The best results were obtained with
the following combination: 512 LSTM Units, 2 LSTM Layers, Sequence Length of
16, Dropout Rate of 0.3, Learning Rate of 1e-5, Weight Decay of 1e-3, Batch Size of
24, RAdam Optimizer, Cross-Entropy Loss, and the ReduceLROnPlateau Scheduler.
The final model demonstrated high detection performance with an accuracy of
96.65%, a Precision of 0.9753, a Recall of 0.9576, an F1 Score of 0.9664, and
a Loss of 0.2034. These results indicate that the hybrid approach of combining
ResNet-50 and LSTM, alongside optimal hyperparameter exploration and the use
of a more complex dataset, can produce a robust and adaptive deepfake detection
system.

Keywords: Deepfake, ResNet-50, LSTM, ForgeryNet, Video Detection
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