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Abstract— As internet users grow and technology evolves, so
do the security risks, one example being phishing. Phishing is an
attempt to obtain important information from someone, such as
username, password, and other sensitive data, by providing a
fake website that resembles the original. This research focuses
on the problem of phishing website URLSs that are increasing in
number. Creating a model using an Algorithm that can detect
phishing website URLs. The classification algorithm model that
will be used in this research is Random Forest, which will be
evaluated based on the confusion matrix value. The accuracy
result is 999 . Second, the 1 score test result is 99.1% . The third
result of recall testing is 99.3% . The last test result is a precision
of 98.9%. With high accuracy, f1 score, recall, and precision
values, the model created using the Random Forest algorithm
can be applied well to applications in web URLs, phishing
detecting, analyzing fake URL patterns, and identifying
suspected links as fake web URLs.

Keywords— CRISP-DM, phishing detection, random forest,
web URLs

I. INTRODUCTION

Information technology is developing rapidly along with the
times, especially in the field of Technology and Information.
Currently, it has experienced rapid progress and provides
various benefits. This rapid improvement of technology makes
almost all activities easier, especially using the internet,
especially through website media [1]. On the other hand, this
convenience can be an opportunity for security risks for those
who are still not familiar wionlinc transaction security
procedures. The security risk can be exploited by internet
criminals to obtain confidential information, such as personal
data, e-mail passwords, and even financial information, such
as credit card data and online banking accounts, without the
internet user's knowledge [2].

As internet users grow and technology develops, risks to
security are increasingly diverse. One example is the practice
of phishing. Phishing itself is an attempt to obtain crucial
mnformation from an individual, such as usemames,
passwords, and other sensitive data, by providing a fake
website that resembles the original [3]. Phishing websites will
be carefully designed by intemet criminals to resemble
genuine sites, including appearance, content, domain URLs,
and other elements, with the aim of deceiving victims (intemet
users). The main goal is to make victims believe that they are
accessing a legitimate website page.

The impact of phishing can include financial losses and data
loss and cause significant losses to victims. Therefore, it is
necessary to detect links or uniform resource locators (URLs).
Phishing detection is a way to find out whether a website URL
address is fake or real. There are several ways to assess how
safe a URL is, such as using blacklists, allowlists, statistics, or
machine leaming technology. Among all, machine learning
technology is better because it is more efficient and accurate.
This technology uses a special algorithm m(:-m() understand
dangerous URL pattems and is able to detect the type of URL,
whether it 1s a phishing or a safe site, according to needs [4].

HTML content analysis allows monitoring suspicious
changes in the structure of web pages, while domain authority
evaluation provides an idea of the legitimacy of the
information source. Additionally, observation of script code
helps in detecting suspicious activity or manipulation attempts
that could harm users. By combining these three aspects, data
mining models help create a strong layer of protection to
identify and prevent URL-based phishing attacks efficiently
[5].

Some of the functions of data mining include analysis of
associations between data, data classification, data clustering,
prediction, and others. This research uses a data mining-based
model that aims to increase accuracy in classifying phishing
URLs in the context of web security. By utilizing a data mining
model, this model is designed to accurately detect and cliy
URLs that have the characteristics of phishing attacks. Data
classification is a process of finding a model or function that
can explain and differentiate data classes and concepts [6]. In
this research, the functionality applied is data classification and
uses a Random Forest Algorithm.

II. METHODOLOGY

Based on the dataset obtained, the pllhod for solving the
problem was determined using the Random Forest (RF),
Support Machine Vector(SVM), and K-Nearest Neighbor
(KNN) algorithms to determine the most accurate results. The
determination of this method or algorithm is based on relevant
literature studies and adapted to the needs and characteristics
of existing data [7], [8]. After determining the approach, the

l processing process begins with steps organized based on

the CRISP-DM framework. CRISP-DM (Cross Industry
Standard Process for Data Mining) is a framework that is
widely used in various industries to carry out data science
processes. This methodology details the stages and tasks




involved in a data science project and explains the relationship
between each task [7].

problem identifcation
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confusion matrix
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Fig I. Research Flow
A. Business Understanding

The first stage of this research focuses on analyzing
phishing cases in Indonesia and researching the
corresponding data. Business Understanding in phishing web
URL detection includes an in-depth understanding of web
security threats, organizational needs regarding online
security, and the impact of phishing attacks. The goal is to
identify key aspects related to preventing, detecting, and
protecting against phishing attacks on web URLs. This
research Elil’l‘la) detect phishing website URLs using
classification methods such as Random Forest, K-Nearest
Nci%)rs, and Support Vector Machine.

Random Forest is a learning algorithm that is known for
its ability to produce accurate predictions, es lly in a
framework with high-dimensional data [9]. The main
advantage of Random Forest is its ability to overcome the
overfitting problem that often occurs in complex models and
its ability to perform well without requiring very specific
parameter tuning [10]. This advantage makes Random Forest
a popular choice in data analysis, especially in situations
where high prediction accuracy is required without sacrificing
model complexity or requiring complicated parameter tuning
[1 1]

Support Vector Machine (SVM) is a machine learning
)rithm used to create classification and regression models.
The goal is to find the best-dividing line between two classes
of data [12]. This algorithm has key parameters such as kernel
parameters that allow data transformation into a higher
dimensional space to increase class separation, as well as
penalty parameters that regulate the trade-off between
classification error on the training data and the separation
margin between classes [

K-Nearest Neighbors is an algorithm in machine leaming
that classifies data based on similarity to previously existing
training data [14]. This KNN method utilizes the principle that
new data will be placed in the same class as the majority of
classes of its nearest neighbors in feature space. This method
is often used for solving (:iﬁc;lti()n problems, where data
will be placed in categories based on the majority of categories
from its nearest neighbors in feature space [15].

B. Data Understanding

The second stage of this research focuses on retrieving
data from the Kaggle pl;ltim. Kaggle is a data science
platform that offers access to daily and weekly time series that
mclude exogenous variables as well as business hierarchy
information [16]. This process starts with automation on the
platform to get listing links and carry out the scraping process.
Kaggle was chosen as the data source because the datasets
there have undergone curation and pre-processing, ensuring
data quality and integrity.

TABLE L. SAMPLE OF PHISHING DATASET
Index UsinglP | LongURL | ShortURL | Symhbol@ | Redirecting
0 1 1 1 1 1
1 1 1 0 1 1
2 1 0 1 1 1
3 1 0 -1 1 1
4 -1 0 -1 1 -1
3 1 0 -1 1 1
6 1 0 1 1 1
7 1 0 -1 1 1
8 1 1 -1 1 1
9 1 1 1 1 1
1 1 1 -1 1 1
11 -1 1 -1 1 -1
12 1 1 -1 1 1
13 1 1 -1 1 1
14 1 -1 -1 -1 1
15 1 -1 -1 1 1
16 1 -1 1 1 1

The result is a dataset with 34 aibules, including 32
attributes that can be used for analysis such as Class, Using 1P,
Long URL, Short URL, Symbol@, Redirecting, Prefix Suffix,
Sub Domains, HTTPS, Domain Reg Len, Favicon, Non-5Std
Port, HTTPS Domain URL, Request URL, Anchor URL,
nks In Seript Tags, Server From Handler, Email Info,
Abnormal URL, Website Forwarding, Status Bar Cust,
Disable Right Click, Using Popup Window, Iframe
Redirection, Age of Domain, DNS Recording, Website
Traffic, Page Rank, Google Index, Links Pointing to Page,
Stats Report. The total amount of data in this dataset reaches
more than 11 000 data.

C. Data Preparation

In the third phase of the research, the focus was on data
cleaning and processing. Here is a detailed breakdown of this
phase: Missing Values Check: The dataset was exaed for
missing or incomplete values. This step is crucial to ensure
the integrity and quality of the data. The missing values were
checked using the ISNA () function in the dataset, and the sum
of missing values for each attribute was calculated and
displayed. The output shows no missing values for any
attributes, as indicated by the zeroes next to each attribute
name.

Data Description: The data was described to determine
its types and attributes. This step involves identifying whether
the data is numerical or categorical, which helps decide the
appropriate processing techniques. The attributes in the
dataset were listed, showing a total of 32 attributes. These
attributes are shown in Fig 2:
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Fig 2. Missing Value Checking
The dataset comprises 32 attributes and more than 11,000

data points. The data preparation process was divided into two
main parts are shown in Fig 3:

data_satu.drop(["class'
‘class”]

Fig 3. Data Split

],axis =1)

data_satu[

Data Cleansing involves removing any inconsistencies,
errors, or irrelevant parts of the data. Given that no missing
values were found, the d was already complete. Data
Splitting involves dividing the dataset into subsets, typically
for training and testing purposes in machine learning
applications. Overall, the data preparation phase ensured that
the dataset was ready for analysis and further processing,
maintaining a high data quality and integrity standard.

D. Data Modelling

The fourth stage of this research includes modeling,
which involves selecting the model and algorithm to be used,
as well as implementing the algorithm. This research uses
Plfa modeling in the form of classification by displaying
accuracy, precision, recall, and F1 score values. At this stage,
the data model is adjusted as needed to achieve the desired
results. In this res h, three classification algorithms were
chosen, namely Random Forest, K-Nearest Neighbors
(KNN), and Support Vector Machine (SVM). The selection
of the algorithm is based on evaluating the advantages,
disadvantages, and information from previous research
related to predicting phishing website URLs using data
mining. The modeling stage was carried out using Google
Collab tools. Google Collaboratory is a free cloud computing
service provided by Google. The advantage of Google Colab
lies in its ease of creating data visualizations because it does
not require software installation on the user's computer [17].

E. Evaluation

The fifth stage of the research involved implementation
using Python. Python, a programming language known for its
ease of use, Python has gained imiefise popularity in both
industrial and academic circles. The advantage of this

language lies in its ability to be interpreted and executed by
computers easily and to be accessed for free [18]. Python has
a number of advantages and features that differentiate it from
other p@'umming languages [19]. This research usm]e
metrics A (Accuracy), P (Precision), R (Recall), and F1 Score
to assess the performance of the classification model that has
been built. Confusion matrix is a useful evaluation technique
in the classification and prediction process [20].

Accuracy (A) describes how precise lheagc)rilhm model
15 in making accurate predictions. This accuracy i1s the
proportion of comect predictions (both positive and negative)
compared to the overall data [21].

(TP + FN)
T (TP+FN+FP+F

X 100% (1)

Precision (P) reflects the level of accuracy between the
E.lested data and the model prediction results by comparing
true positive predictions to the overall positive predicted
results [22]. This precision aims to reduce the number of
positive examples that are classified incorrectly.

% 100% (2)

Recall (R), which is often refemred to as sensitivity or true
positive rate, evaluates the fraction of positive cases that are
actually (:()Hﬂ:tlcntiﬂed by the model [21]. This recall
becomes crucial when the cost of false negatives is high, as
the focus is on reducing the number of missed positive
examples.

po TP
T FP+TP

R=—"F _ «100% 3
G’ P+ FN
F1 Score is a balanced measure that considers both
precision and recall. This F1 Score 1s useful when dealing
with imbalanced datasets, w one class may be more
dominant than another [22]. The Fl score calculates the
harmonic mean of precision and recall, providing a single
value that balances between false positives (FP) and false
negatives (FN).

recall + precision
Fl1=2 ( p )

)

) (recall + precision)

Fig 4. Data Modelling Evaluation

Evaluation is the assessment stage of the model that has
been created at the modeling stage. The main focus is to
ensure that the results obtained are in line with previously
established business ()Iﬁivcs. By using these metrics, this
research can measure the extent to which the model can
provide accurate and relevant predictions in identifying
phishing website URLs.

III. RESULTS AND DISCUSSION

After carrying out the stages in CRISP-DM., a confusion
matrix value 1s produced to measure the evaluation
performance of each machine learning model. The following
are the resulting values:




SVM Metrics:

Accuracy: 0.9280868385345997
Precision: ©.9304

Recall: ©.94170040848582996
F1 Score: 8.9360168965794769

Random Forest Metrics:
Accuracy: 0.9371325192220714
Precision: ©.9328593996840442

Recall: ©.9562753036437247
F1 Score: ©.9444222311075571

KNN Metrics:

Accuracy: 0.9271822704658526
Precision: ©.9182242990654206
Recall: ©.9546558704453442
F1 Score: 8.9360857483128225

Fig 5. Confusion Matrix Results

The evaluation results that have been presented illustrate
the relative performance of the three models in classifying
1. Analysis of these values provides a comprlsi\ne view
of the strengths and weaknesses of each model in the context

of phishing URL detection. .
28

TABLE II. RESULTS OF ALGORITHMS PERFORMANCE
Algorithms | Accuracy | Precision | Recall | F1 Score
SVM 0.928 0.934 0941 | 0936
RF 0.937 0.932 0956 | 0944
KNN 0.927 0.918 0954 | 0936

In the Random Forest model, there 18 an increase in
performance with an accuracy of 0.937 icating the correct
level of predictions from this model. A precision of 0.933
indicates the model's level of accuracy in classifying positive
data, while recall reaches 0.956|1dicalting the model's ability
to find positive data instances. The F1 score of 0.944 shows a
balance between precision and recall in the Random Forest
model.

IV. CONCLUSION

In this research, we have investigated important aspects
of detecting phishing websites, explonng various machine
lcalmatechniques and their effectiveness in dealing with the
ever-growing cybersecurity threat of phishing attacks. The
increasing level of fraudulent activity has become a major
challenge for individuals and organizations around the world,
driving the need to develop robust and efficient methods for
identifying and preventing these fraudulent websites.

This analysis confirms that the superiority of Random
Forest depends not only on the overall availability of
attributes @115() on its ability to adapt to the most relevant
attributes. This result analysis indicates that Random Forest
has a better capacity to understand patterns in data in a more
adaptive way than SVM and KNN. In the context of
developing a model for web URL phishing detection, the
selection of appropriate attributes plays a very important role.
Although all algorithms show good potential, Random
Forest's ability to adapt to the most significant inf()rnm)n
underlines the importance of selecting relevant features in the

development of a reliable and effective phishing detection
model. This model can be a basis for optimizing models that
will be implemented in phishing detection practices in a wider
environment.
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