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RANCANG BANGUN SISTEM VALIDASI SKRIPSI MENGGUNAKAN
XADES (STUDI KASUS: UNIVERSITAS MULTIMEDIA NUSANTARA)

Aurelius Ivan Wijaya

ABSTRAK

Terdapat permasalahan dalam menjaga keamanan dokumen skripsi terhadap
pemalsuan tanda tangan dan perubahan isi di lingkungan akademik
Universitas Multimedia Nusantara. Penelitian ini menghasilkan sebuah
sistem penandatanganan dokumen digital untuk mengatasi masalah tersebut
menggunakan XML Advanced Electronic Signatures (XAdES). Fungsionalitas
sistem dievaluasi menggunakan metode User Acceptance Testing (UAT) yang
melibatkan mahasiswa, dosen, Kepala Program Studi, dan Biro Informasi
Akademik. Keamanan sistem dianalisis menggunakan pemodelan ancaman
berbasis Common Vulnerability Scoring System (CVSS) menggunakan referensi
ancaman Open Web Application Security Project (OWASP) Top 10. Hasil pengujian
UAT menunjukkan fungsionalitas sistem dapat diterima oleh pengguna. Analisis
CVSS juga menunjukkan sistem yang dirancang memiliki ketahanan terhadap
skema ancaman berdasarkan OWASP Top 10 .

Kata kunci: CVSS, UAT, XAdES
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DESIGN AND IMPLEMENTATION OF A THESIS VALIDATION SYSTEM
USING XADES (CASE STUDY: UNIVERSITAS MULTIMEDIA

NUSANTARA)

Aurelius Ivan Wijaya

ABSTRACT

The issue of maintaining the security of thesis documents against signature
forgery and content modification poses a challenge in the academic environment
of Universitas Multimedia Nusantara. This research presents a solution through
a digital document signing system using XML Advanced Electronic Signatures
(XAdES). The system’s functionality and acceptance level were evaluated through
User Acceptance Testing (UAT) with end-users, while its security was analyzed
using threat modeling based on the Common Vulnerability Scoring System (CVSS)
using reference from Open Web Application Security Project (OWASP) Top 10.
The UAT results indicate that the developed prototype is acceptable and meets the
functional needs of students, lecturers, and the Biro Informasi Akademik. The CVSS
analysis also shows that the designed system is resilient against (OWASP) Top 10
threat model.

Keywords: CVSS, UAT, XAdES
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