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DETEKSI VIDEO DEEPFAKE MENGGUNAKAN INCEPTIONV3 DAN
LSTM BERDASARKAN METODE PEMBUATAN VIDEO DEEPFAKE

Jason Sebastian Tjoang

ABSTRAK

Pesatnya perkembangan teknologi telah mendorong peningkatan penyebaran video
deepfake, yaitu video manipulasi wajah berbasis kecerdasan buatan. Meskipun
memiliki manfaat potensial, teknologi ini menimbulkan risiko seperti disinformasi,
pencemaran nama baik, dan eksploitasi non-konsensual. Tantangan utama dalam
deteksi deepfake adalah rendahnya kemampuan model untuk menggeneralisasi
terhadap berbagai teknik manipulasi. Penelitian ini mengusulkan arsitektur
deteksi berbasis InceptionV3 dan LSTM. InceptionV3 (dibekukan tanpa top
layer) dengan GlobalAveragePooling2D mengekstraksi fitur spasial dari setiap
frame, yang kemudian diproses secara temporal oleh LSTM 128 unit, lalu
diklasifikasikan melalui lapisan Dense 64-neuron dan Dense 1-neuron beserta
lapisan dropout dan kernel regularizer untuk mengurangi overfitting. Enam model
dilatih: lima pada masing-masing metode manipulasi dari dataset FaceForensics++
(Deepfakes, FaceSwap, Face2Face, NeuralTextures, FaceShifter), dan satu model
tambahan pada gabungan seluruh metode. Evaluasi dilakukan menggunakan lima
metrik, dengan fokus pada AUC-ROC untuk skenario cross-subset testing. Hasil
menunjukkan bahwa model spesifik Deepfakes mencapai AUC-ROC tertinggi
(0,9007), namun menurun drastis pada metode lain. Pada cross-subset testing,
model gabungan lebih seimbang namun tidak lebih unggul dari model yang dilatih
dengan deepfakes. Semua model mengalami overfitting karena kurangnya variansi
data, arsitektur terlalu kompleks, serta jumlah frame yang tidak cukup untuk
menangkap pola temporal yang kompleks. Secara umum, performa InceptionV3-
LSTM berada di bawah arsitektur lain seperti Xception.

Kata kunci: Deteksi Deepfake, FaceForensics++, Generalisasi Model,
InceptionV3, LSTM
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DEEPFAKE VIDEO DETECTION USING INCEPTIONV3 AND LSTM
BASED ON DEEPFAKE GENERATION METHODS

Jason Sebastian Tjoang

ABSTRACT

The rapid development of technology has driven the proliferation of deepfake
videos, which are artificial intelligence-based facial manipulation videos. Despite
its potential benefits, this technology poses risks such as disinformation,
defamation, and non-consensual exploitation. A major challenge in deepfake
detection is the model’s poor generalizability across various manipulation
techniques. This study proposes a detection architecture based on InceptionV3 and
LSTM. InceptionV3 (frozen without the top layer) with GlobalAveragePooling2D
extracts spatial features from each frame, which are then temporally processed
by a 128-unit LSTM, and then classified using a 64-neuron Dense layer and a
1-neuron Dense layer along with dropout and kernel regularizer layers to reduce
overfitting. Six models were trained: five on each manipulation method from
the FaceForensics++ dataset (Deepfakes, FaceSwap, Face2Face, NeuralTextures,
FaceShifter), and one additional model combining all methods. The evaluation was
conducted using five metrics, focusing on AUC-ROC for the cross-subset testing
scenario. The results showed that the Deepfakes-specific model achieved the highest
AUC-ROC (0.9007), but decreased significantly compared to the other methods. In
cross-subset testing, the combined model was more balanced but not superior to
the model trained on deepfakes. All models experienced overfitting due to a lack of
data variance, overly complex architectures, and an insufficient number of frames
to capture complex temporal patterns. Overall, the performance of InceptionV3-
LSTM was lower than that of other architectures such as Xception.

Keywords: Deepfake Detection, FaceForensics++, InceptionV3, LSTM, Model
Generalization,
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