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EVALUASI KEAMANAN INFORMASI BERBASIS ISO 27001 

DAN INDEKS KAMI DI PT AKEBONO BRAKE ASTRA 

INDONESIA 
 

 (Kayla Abigail Gunawan) 

ABSTRAK 

 

Ancaman serangan siber seperti ransomware semakin meningkat dan banyak 

menyasar perusahaan otomotif. PT Akebono Brake Astra Indonesia sebagai 

produsen sistem pengereman mengambil langkah serius dengan menerapkan 

standar keamanan informasi ISO 27001 dan mengikuti asesmen INDEKS 

KAMI dari BSSN. Program magang MBKM menjadi sarana bagi mahasiswa 

untuk terlibat langsung dalam proses ini. 

 

Selama magang, mahasiswa ditempatkan di Divisi IT Support bagian 

Technical Support. Kegiatan dilakukan dengan observasi, pembuatan 

dokumen keamanan informasi, membantu asesmen INDEKS KAMI, dan 

bekerja sama dengan berbagai divisi untuk mengumpulkan data. Dokumen 

yang dibuat mengikuti standar ISO 27001, seperti SOP, WI, dan PM. 

 

Mahasiswa berhasil membantu menyusun dan memperbarui dokumen yang 

dibutuhkan untuk asesmen. Dokumen tersebut telah divalidasi secara internal 

dan digunakan dalam proses penilaian oleh BSSN. Hasilnya, perusahaan 

mendapatkan nilai kesiapan keamanan informasi yang baik. 

 

Magang ini memberikan pengalaman nyata dalam pengelolaan keamanan 

informasi dan pemahaman standar internasional. Mahasiswa juga 

mengembangkan kemampuan teknis, kerja tim, dan komunikasi profesional. 

Kegiatan ini memberikan kontribusi langsung terhadap kesiapan perusahaan 

dalam menjaga keamanan sistem informasinya. 

 

Kata kunci: ISO 27001, keamanan informasi, SOP, INDEKS KAMI 
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EVALUATION SECURITY BASED ON ISO 27001 AND INDEKS 

KAMI AT PT AKEBONO BRAKE ASTRA INDONESIA 
 

(Kayla Abigail Gunawan) 

 

ABSTRACT (English) 

 

Cyber attacks like ransomware are becoming more common and often target 

automotive companies. PT Akebono Brake Astra Indonesia, a brake system 

manufacturer, is taking serious steps to improve its information security by 

applying the ISO 27001 standard and joining the INDEKS KAMI assessment 

by BSSN. The MBKM internship program allowed students to be directly 

involved in this process. 

During the internship, the student was placed in the IT Support Division, 

under the Technical Support Section. Activities included observing work 

processes, creating information security documents, helping with the 

INDEKS KAMI assessment, and working with other departments to collect 

data. The documents followed the ISO 27001 standard, such as SOPs, Work 

Instructions (WI), and Procedure Manuals (PM). 

The student successfully helped prepare and update documents needed for the 

assessment. These documents were approved internally and used in the 

evaluation process by BSSN. As a result, the company received a good score 

for its information security readiness. 

This internship provided real experience in managing information security 

and understanding international standards. The student also improved 

technical skills, teamwork, and professional communication. Overall, the 

internship gave meaningful contributions to the company’s efforts in 

protecting its information systems.  

Keywords: ISO 27001, information security, SOP, INDEKS KAMI, internship 
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