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Abstract. With the increasing threats to data security and the potential consequences of data 

breaches, the demand for data security has steadily risen. Protecting sensitive information, 

particularly stored in databases, has become a crucial aspect of data management. Considering 

this, this study focuses on a specific solution for data protection within databases, MySQL 

Transparent Data Encryption, specifically in the case of PT ABC, an information and 

technology company. MySQL Transparent Data Encryption was implemented as a potential 

solution to enhance data security. The implementation of MySQL Transparent Data 

Encryption was tested by benchmarking to evaluate the effectiveness and efficiency of the 

solution before and after the implementation using JMeter, a widely recognized and reliable 

tool for performance testing. The research findings demonstrate that implementing MySQL 

Transparent Data Encryption could effectively secure the database while having a minimal 

impact on performance. This is a significant finding, as it shows that enhanced data security 

only sometimes comes at the cost of reduced performance. The encryption implementation 

resulted in a less than 10% decrease in database performance, indicating that the advantages 

of securing data outweigh the minor performance decrease. In conclusion, this study confirms 

the reliability of MySQL Transparent Data Encryption as a solution for securing data within 

a MySQL database. It confirms that this method of encryption is effective in enhancing data 

security and efficient in maintaining the performance of the database. 

Keywords: Database, Security, Protection, MySQL, Transparent Data Encryption, 

Benchmarking 
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1. Introduction  

In today’s digital era, organizations face increasing challenges in protecting their sensitive data from 

unauthorized access and potential breaches. With the increase in unauthorized access and potential 

breaches, organizations must adopt a reliable security tool to safeguard their data in the database. 

Reliable security tool adoption aims to protect an organization’s internal data in real time (Al-Zahrani 

& Al-Hebbi, 2022). One of the reliable tools that can be adopted is Transparent Data Encryption (TDE) 

in database management systems. This article presents a comprehensive case study on implementing 

MySQL Transparent Data Encryption to enhance database security, focusing on the use case of PT 

ABC, one of the technology companies providing IT solutions in Indonesia. With a vast customer base 

and a wide range of IT products and services, PT ABC handles sensitive data. As a responsible 

organization committed to data security, PT ABC recognizes the importance of implementing strong 

security measures to protect sensitive data. Sensitive data is usually stored as data at rest (Vicarte et al., 

2022). PT ABC uses MySQL as its database management system. Transparent Data Encryption in 

MySQL is a feature that provides an additional layer of security by encrypting data at rest, ensuring that 

even if an attacker gains unauthorized access to the underlying storage media, the data remains 

encrypted and unreadable by the attacker (MySQL, 2023). Transparent Data Encryption encrypts data 

files, log files, and temporary files associated with the MySQL database, which ensures the protection 

of sensitive data from unauthorized access.  

PT ABC will achieve several key benefits by implementing MySQL Transparent Data Encryption 

for their database. Firstly, it ensures compliance with industry regulations and data protection standards, 

such as ISO (International Organization for Standardization). Compliance with these regulations is 

crucial for PT ABC to maintain its reputation. Secondly, implementing MySQL Transparent Data 

Encryption provides additional security for PT ABC's data, mitigating the risk of unauthorized access 

and data breaches. With an additional encryption layer in place, even if an attacker gains access to the 

physical storage media, the encrypted data remains unreadable without the appropriate decryption keys, 

managed by MySQL TDE's key management. The added security layer will significantly reduce the 

potential impact of a data breach and help protect PT ABC's stored sensitive information. Thirdly, 

Transparent Data Encryption offers peace of mind to PT ABC by ensuring that even if MySQL 

experiences a security incident, the encrypted data at rest remains protected.  

While the benefits of implementing MySQL Transparent Data Encryption are significant, the 

challenges and considerations to address during the implementation process must be acknowledged. 

One of the challenges and considerations is the potential impact on system performance. The encryption 

and decryption processes can introduce additional overhead to the system, affecting overall 

performance. Optimize the system accordingly to ensure a seamless user experience. To ensure that the 

implementation can overcome this challenge, this research will conduct benchmarking to test the impact 

of implementing MySQL Transparent Data Encryption. Therefore, this research aims to investigate the 

results of the protection method using MySQL Transparent Data Encryption (TDE) due to the limited 

research utilizing this method. In this research, MySQL TDE tools will be implemented on PT ABC's 

database to provide protection and enhance the security of the database, thus mitigating existing risks. 

The case study in this research will delve into the technical details of the implementation process, 

explore the benefits and challenges PT ABC faces, and provide practical recommendations for 

organizations to consider implementing MySQL Transparent Data Encryption to enhance their data 

security. There are also some research questions to be solved: 

RQ1: How can the results of database encryption help PT ABC protect company data from data 

security risks? 

RQ2: How does the encryption performance result on the database affect the overall system 

performance? 
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There are also some limitations to this research: 

LM1: Database protection is carried out using MySQL TDE. 

LM2: The DBMS system used is MySQL. 

LM3: The protection that will be implemented will be tailored according to the needs of PT ABC. 

2. Literature Review 

2.1. Database 

A database is a collection of data or information stored in a computer system that systematically forms 

a file (Yani & Saputra, 2018). A database can also be defined as a collection of computerized files or 

as a computerized system that serves as an information storage facility that can provide data when 

needed (Yani & Saputra, 2018; Gosal & Rustam, 2022). A database can also be defined as a collection 

of useful data and information that is organized in a special arrangement and can be used according to 

the needs of an organization (Yani & Saputra, 2018; Seputar Pengetahuan, 2017). Databases represent 

a set of data and information stored in a unit without unnecessary reduction, which can meet various 

needs. In this context, a database can be defined as a collection of data and information interrelated on 

a specific subject with a specific purpose, which forms a set of records of data of an organization or 

company, organized in a special arrangement that is organized and integrated using a specific method 

in a computer system that can optimally meet the information needs when needed by an organization 

or company (Helmud, 2021). Databases become the primary need of an organization or company to be 

able to store and organize the important data they have. 

2.2. Database Protection 
Data protection is a form of individual data protection concerning personal data stored in a computer 
system (Collins Dictionary, 2023). Data protection is a form of protection that includes data collection, 
data distribution, and technology. Data protection is known as information privacy. Data protection 
should apply to all forms of data, whether individual or corporate. Data protection also has to do with 
data integrity, where data can only be accessed by people with access rights. Data protection generally 
means protecting data from unauthorized access to prevent it from falling into the hands of others other 
than its owners (Elmasri et al., 2017). Databases as data storage sites should also be protected to avoid 
the risk of data leakage or theft from unauthorized access. Database protection is closely related to 
intentional and unintentional threats. Risks and threats to databases can reduce or eliminate the 
objectives of database security, such as data integrity, availability, and confidentiality (Elmasri et al., 
2017). Database protection is not only about the data contained in the database itself but also about the 
security of other parts that affect the database's security, such as networks, operating systems, buildings 
where the database is physically located, and people who have access to the system (Susilo, 2016). In 
organizations such as companies, data security is taken care of; the confidentiality of data held by the 
company must be protected from the risks and threats to data security. Risks such as data leaks and theft 
can be avoided by protecting the data and databases held, one of which can use encryption methods 
(Wiharto & Irawan, 2018). 

2.3. Encryption 
Encryption is a technical process that transforms data or information into code, making it unreadable in 
its original form. Encryption can also be understood as scrambling data before decryption is performed 
to read the encrypted data or information. Data or information that is not encrypted is referred to as 
"plaintext," while data or information that has been encrypted is known as "cipher text" (Suhaemin & 
Muslih, 2023). From this definition, encryption can also be seen as converting plaintext into ciphertext. 
Encryption is a crucial component of cryptography and plays a vital role in maintaining the 
confidentiality of data or information (Sibyan, 2017). Encrypting a database can be a solution to 
protecting the data within it. For organizations, especially companies, encrypting databases is an 
appropriate solution to safeguard important data from leaks and theft. Database encryption can be 
defined as a process that utilizes a specific algorithm to modify the data within a database into a secret 
code that cannot be read without decryption (Manohar et al., 2020). Encrypting a database reduces the 
threat of database breaches since the data within the database is already encrypted (Manohar et al., 
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2020). (Steele et al., 2020). Encrypting a database ensures that anyone with malicious intent to breach 
or steal the data cannot read the data therein. This unreadable data holds no value, diminishing 
individuals' motivation to breach or steal data from the database (Shiyal, 2021).  

2.4. Benchmarking 
Benchmarking is a commonly used method for measuring the performance and capabilities of a system. 
In the context of databases, benchmarking is conducted to assess the performance and capabilities of a 
database in managing and storing data (Billah, 2020). The purpose of database benchmarking is to 
gather information about the speed and efficiency of a database system in handling given workloads 
(Stragapede et al., 2023). Benchmarking is typically performed by creating a series of tests or scenarios 
applied to the system under evaluation. The benchmarking process produces various measurable indices, 
including response time, latency, system resource utilization, and others (MySQL, 2023) (Mudrikah, 
2022). Benchmarking can be categorized into different types, including functional benchmarking and 
performance benchmarking. Functional benchmarking focuses on testing the system's functionality 
under evaluation (Ali et al., 2022) (MySQL, 2023). On the other hand, performance benchmarking 
evaluates the database's performance in handling given workloads with speed and efficiency (Ali et al., 
2022) (MySQL, 2023). Benchmarking, particularly in the context of databases, plays a crucial role in 
developing and maintaining database systems, as it assists organizations or companies in making 
informed decisions. 

2.5. MySQL 
MySQL is a database management system (DBMS) run in structured query language (SQL) widely 
used by system developers in developing systems. MySQL is ranked 2nd in the Database Management 
Systems DB-Engines Ranking based on popularity, only behind Oracle (DB-Engines, 2023). MySQL 
is also included as the Relational Database Management System (RDBMS), which processes data 
collection using the method of relational databases (Kurniawan, 2020). MySQL has many features, such 
as security, data integrity, backup and restore, and even database replication. MySQL is commonly used 
as a database to build web applications, desktops, and other systems in system development. MySQL 
can also be integrated with various programming languages such as Python, PHP, Java, Etc. (Adi, Puput, 
& Akio, 2018). 

2.6. MySQL Transparent Data Encryption 
MySQL Transparent Data Encryption (TDE) is one of the security features provided in MySQL 
Enterprise Edition (EE), enabling users to encrypt data within the database transparently. MySQL TDE 
utilizes the Advanced Encryption Standard (AES), a well-established and secure encryption algorithm 
(MySQL, 2023). By encrypting data using the AES algorithm, MySQL TDE allows users of MySQL 
EE to enhance the security of their data stored in the database. Furthermore, MySQL TDE enables users 
to individually encrypt columns or tables within the database, granting them the flexibility to select 
specific data for encryption. Additionally, MySQL TDE supports integration with MySQL Enterprise 
Backup, ensuring secure backup data encryption (MySQL, 2023). Leveraging database caching, TDE 
achieves high-performance capabilities (MySQL, 2023). By implementing MySQL TDE, users can 
ensure the safety of their data from threats such as leaks or data theft (Ali et al., 2022). MySQL TDE 
offers several advantages concerning data security and protection. The data protection provided by 
MySQL TDE safeguards the data stored in the database against unauthorized access from internal and 
external sources. Through robust encryption, stolen or illegally accessed data becomes unreadable and 
unusable by unauthorized entities. Moreover, MySQL TDE allows users to encrypt desired tables and 
columns selectively, effectively preserving system performance (MySQL, 2023). 

2.7. JMeter 
JMeter is software that can be used to test or benchmark web-based systems. The software was 
developed by the Apache Software Foundation, which provides an environment that can be used to 
perform benchmarking on systems, including databases (Mudrikah, 2022). 
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3. Research Method 

3.1. Research Framework 
The research will be conducted in five stages: problem identification, protection technique selection, 
Protection Technique implementation, implementation result testing, and Evaluation.  

 

a. Problem Identification: 

The research begins with identifying problems faced by the database at PT ABC. Problem 

identification will be conducted by interviewing representatives from PT ABC, specifically the 

head of solutions architecture and competency development. The interview results will reveal 

the problems faced by the company related to the database used. Once the problems have been 

successfully identified, the research will proceed to the next stage, which is the technique 

selection phase, to explore various methods that can be used to address the problems identified 

in the previous stage. In this stage, we will identify the problems faced by PT ABC related to 

its MySQL database and determine potential solutions to address these issues. Some problems 

that PT ABC may experience regarding its database include data leakage or theft resulting from 

system vulnerabilities that can be exploited by irresponsible parties, both internally and 

externally. 

 

b. Protection Technique Selection: 

The next step is to select protection techniques after identifying the problems in the problem 

identification phase. Various database protection methods will be compared in this phase to 

address the identified problems. Some protection techniques that can be applied to address the 

potential issues faced by PT ABC related to their database include data encryption, strong 

passwords, access restrictions to the database, or employing database encryption tools provided 

by MySQL, such as MySQL TDE. The selection of protection techniques should be based on 

a thorough analysis of the data security in PT ABC's database. The researcher must consider 

the required level and form of security PT ABC needs and the system's capabilities to 

Fig.1: Conceptual Framework 
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implement the chosen protection technique. After comparing, one protection method will be 

chosen for the research and implemented. The selected protection method from this phase will 

be implemented in the next phase. 

 

c. Protection Technique Implementation: 

After selecting the appropriate protection techniques in the second phase, the chosen protection 

techniques will be implemented in the technique implementation phase. The implementation 

will be carried out for PT ABC's database. The implementation will take place in a live server 

environment. The company's database and web will be deployed to the prepared live server 

environment. The protection techniques must be implemented carefully and attentively to 

ensure smooth operation and avoid potential new issues. In this phase, the researcher must pay 

close attention to the configuration and settings of the selected protection techniques to ensure 

effective and efficient operation. The researcher must also ensure that the implemented 

protection techniques do not disrupt the existing system's performance. Once the selected 

protection methods have been successfully implemented, the implementation results will be 

tested. During the implementation phase, the researcher must ensure that the implemented 

protection techniques function properly and effectively protect the data stored in PT ABC's 

database. 

 

d. Implementation Result Testing: 

After successfully implementing the protection techniques in the technique implementation 

phase, the next step is to test the implemented techniques in the implementation results testing 

phase. In this phase, the implementation results will be tested for their security. The researcher 

will test the PT ABC database with the previously implemented protection techniques. The 

testing phase will also involve benchmarking to assess how the chosen protection methods 

affect the performance of the company's database system. The testing conducted in this phase 

will cover several aspects, including data security testing, data access speed testing, and testing 

against external attacks. The testing will involve simulations of encryption. The results of these 

tests will provide an overview of the success and effectiveness of the protection techniques 

implemented in the previous phase. The test results will then be evaluated. If the 

implementation results are ineffective, adjustments or improvements may be required for the 

implemented protection techniques. The testing process will use JMeter as a benchmarking tool 

and test the database system's load time, connect time, and latency to present the database 

performance before and after the implementation of MySQL Transparent Data Encryption. This 

testing process will explain how MySQL Transparent Data Encryption impacts database 

performance. 

 

e. Evaluation: 

After the completion of the testing phase, an evaluation will be conducted to consider and 

compare the strengths and weaknesses of the implemented protection system, allowing future 

research to address the identified shortcomings. The evaluation phase serves as the final stage 

of this research. In this phase, the researcher will evaluate the results of the research and 

implementation that have been conducted. The purpose of the evaluation is to assess the success 

of the implemented protection techniques and how they affect the system's performance. During 

this evaluation phase, the researcher will analyze the results from the testing phase and compare 

them to the predetermined research objectives. If the implementation results successfully 

protect the database, it can be concluded that the research objectives have been achieved. 

However, if the testing results do not demonstrate satisfactory outcomes, further analysis will 

be required to determine the appropriate course of action. The evaluation results will provide 
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recommendations for future research. 

3.2. Data Collection 

The method of data collection that will be used in this study is the interview method. The interview 

method will be carried out to gather data and information about any problems the company faces related 

to the database and what can be done to solve those problems. In this study, the interviewed party is the 

Head of Solutions Architect and Competency Development at PT ABC, a database expert with various 

certifications. The interview is done online through Zoom Meeting, Google Meet, or directly by 

appointment with interested parties. 

4. Result and Discussion 

The research carried out the 5 phases as follows: 

4.1. Problem Identification 

Problem identification is the initial step undertaken. During the problem identification phase, interviews 

were conducted with the Head of Solutions Architect and Competency Development from PT ABC to 

ascertain the issues faced by PT ABC regarding its database. The interviews revealed that PT ABC has 

recently obtained ISO 27001 and ISO 9001 certifications, indicating the company's commitment to 

ensuring high-quality security and service. As a company operating in the Information and 

communication technology industry, PT ABC stores and manages several sensitive and critical pieces 

of data in its corporate database. During the interview, the Head of Solutions Architect and Competency 

Development from PT ABC also explained that the rapid development of the Information and 

communication technology industry has made data security a crucial and essential aspect for all 

companies. PT ABC acknowledges that in its efforts to enhance existing data security, database 

protection plays a vital role in safeguarding the confidentiality and integrity of sensitive data and 

information stored within the company's database. With robust database protection, the company's data 

security will have stronger defense mechanisms against threats like data breaches or theft. During the 

interview, the Head of Solutions Architect and Competency Development from PT ABC also 

highlighted specific challenges faced by PT ABC regarding database availability and overall system 

performance. The company must prioritize the speed of access and efficiency of the existing system 

since business operations rely on effective and accurate data management and processing. Therefore, 

careful consideration must be given to the protection techniques for PT ABC's MySQL database. The 

protection techniques should provide high security while maintaining optimal and efficient system 

performance. 

By conducting this problem identification, a clear understanding of PT ABC's requirements 

regarding their database security and the challenges faced by the company concerning database and 

data security is obtained. The problem identification serves as the foundation for the database protection 

to be implemented for PT ABC's MySQL database, where the applied protection techniques must fulfill 

the company's security needs, including data-at-rest protection (data not being accessed or used), as 

well as considering system performance efficiency and database availability that will be protected. 

4.2. Protection Technique Selection 

A literature review is conducted after identifying the problem in the problem identification phase to 

select a protection technique. The literature review aims to identify the factors that contribute to the 

potential occurrence of data leaks. The literature review found that the AES algorithm effectively and 

efficiently provides data protection within the database. It was also discovered that MySQL, the 

database management system used by the company, is suitable for managing Big Data and has good 

usability. The literature review further revealed that effective key management is a critical factor in data 

protection through encryption. Proper management of technology, as one of the factors contributing to 

data breaches, is crucial for data protection. Therefore, this study will utilize a data protection tool that 
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applies the AES algorithm for data encryption and good key management to ensure data protection. 

Transparent Data Encryption is one such tool that employs the AES algorithm for encryption. 

Transparent Data Encryption in MySQL protects by encrypting data at rest, encrypting the physical 

files of the database, and using a centralized key management system where all encryption keys are 

stored and managed in one location. In this research, data-at-rest stored in the company's MySQL 

database, such as customer data or financial data typically stored for the long term and not in transit 

over a network, will be protected. Given the need for data-at-rest protection and the utilization of the 

AES algorithm in the chosen protection technique, MySQL Transparent Data Encryption is the primary 

option for this study. Previous research has proven that transparent data encryption is the best feature 

for data protection in databases. However, prior studies have also indicated that implementing TDE 

features, such as CPU usage, memory usage, or backup duration, may impact system performance. 

Nevertheless, the benefits derived from this feature outweigh these considerations when providing 

data protection. Over time, TDE features have been enhanced to be more performance-friendly, as seen 

in the significant improvements made by Oracle in their latest version, particularly in terms of CPU and 

storage. 

Transparent Data Encryption, commonly known as TDE, is an encryption feature that allows users 

to encrypt sensitive data stored in a table or table space. TDE transparently encrypts data and performs 

real-time decryption for authorized users or applications. TDE serves as a data protection feature for 

data-at-rest, referring to data that is not actively used or transferred and is typically stored for long 

periods with minimal changes. Encryption techniques come with challenges, particularly managing 

encryption keys. A two-tier encryption key architecture is employed by utilizing Transparent Data 

Encryption, especially in MySQL databases, consisting of a master encryption key and table space keys. 

This architecture provides easy key management and rotation, with table space keys automatically 

managed through protocols while the master encryption key is stored centrally in the key management 

system. With TDE, even if unauthorized individuals gain access to the master key, the encrypted data 

remains inaccessible without the necessary access to the key management. In a physical data breach or 

theft, the data cannot be decrypted without the required keys. A comparison of several techniques 

studied in the literature review is conducted to ensure the selection of an appropriate protection 

technique, considering aspects such as security, performance efficiency, compatibility, and flexibility. 

The following table presents a comparison of various protection techniques identified in the literature 

review: 

Table 1: Protection Technique Comparison 

Protection 

Technique 

Security Efficiency Flexibility 

AES AES is a widely used 

and recognized 

encryption standard for 

its security. 

AES is extremely 

efficient and fast in data 

encryption and 

decryption. 

AES supports three key 

sizes: 128, 192, and 256 

bits that enable a level 

of security to suit the 

needs. 

End-to-end 

symmetric  

Symmetrical end-to-end 

encryption protects data 

during transmission 

between sender and 

recipient. 

The efficiency of end-

to-end symmetrical 

encryption depends on 

the algorithm used 

(AES, DES, or 3DES). 

The flexibility of end-

to-end symmetrical 

encryption depends on 

the algorithm used and 

the mode of operation 

chosen. 

Transparent Data 

Encryption 

MySQL TDE uses the 

AES (Advanced 

Encryption Standard) 

algorithm for data 

Implementing these 

encryption and 

decryption processes 

can add a burden on the 

TDE is quite flexible in 

terms of configuration. 

For example, users can 

choose which tables to 

1

3
3

4

4

5

7

8

10
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Protection 

Technique 

Security Efficiency Flexibility 

encryption, which has 

proven good in 

protecting data. 

system and potentially 

affect performance. 

encrypt, the key size 

used, and whether the 

key rotation should be 

enabled. 

Table 1 compares several protection techniques identified in the literature review: the AES 

algorithm, end-to-end symmetric encryption, and Transparent Data Encryption. From the table, it can 

be observed that Transparent Data Encryption (TDE) offers advantages. TDE utilizes the well-

established AES algorithm for data protection. However, implementing this tool may introduce 

additional system overhead and impact overall system performance. 

4.3. Protection Technique Implementation 

During the implementation of the protection technique, the first step is to set up the MySQL Enterprise 

Edition database environment, which will serve as the implementation environment for the selected 

protection technique. The environment setup begins by installing MySQL Enterprise Server, MySQL 

Enterprise Shell, and MySQL Enterprise Router. These three MySQL Enterprise infrastructures are 

installed to ensure that MySQL Enterprise Edition can be used within the created environment. 

Installing MySQL Enterprise Server, MySQL Enterprise Shell, and MySQL Enterprise Router ensures 

that MySQL Enterprise Edition can be utilized in the environment intended for implementing the 

protection technique. Once these three components are installed, the MySQL database is set up to be 

used. Subsequently, Apache and PHP are installed to set up WordPress as the virtual environment to 

conduct the implementation. With the successful installation of Apache and PHP, the installation and 

configuration of WordPress can be performed to set up the environment that will be used for 

implementing MySQL Transparent Data Encryption. WordPress is created with a dedicated database 

that has been prepared called ‘web_ict’. WordPress will serve as the live environment used to test the 

implementation of the selected protection technique. The following image depicts the setup of 

WordPress that has been carried out: 

 

Fig.2: WordPress Set Up Result 

Figure 2 shows the result of the installation and setup of WordPress. WordPress has been configured 

to use the 'web_ict' database created earlier. WordPress will be used as the environment for 

implementing MySQL Transparent Data Encryption. After the environment's successful setup, the 

protection techniques are implemented, starting with the implementation of MySQL TDE. The 
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following image illustrates the encryption implementation using MySQL TDE for table-level 

encryption. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.3: Tables in ‘web_ict’ database 

Figure 3 shows the verification process carried out for the tables in the database ‘web_ict, which 

contains the data on the website of PT ABC. It shows the tables Projects, Customers, 

wp_actionscheduler_acts, wp_commentmeta, wps_comments, Etc. Projects and customers tables 

contain dummy data from customer data and project data run by PT ABC. For table-level testing, 

encryption will be performed for the Projects and Customers tables that represent the data-at-rest owned 

by the company. Here is the encryption process for the Projects and customer tables: 
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Fig.4: Encryption for tables ‘customers’ and ‘Projects’ 

Figure 4 shows the encryption process performed for the Projects and customers tables. The Projects 

table contains dummy data from projects carried out by PT ABC, whereas the Customers table contains 

dummy information from company customers. Both tables represent data-at-rest owned by the company. 

Table-level encryption using MySQL TDE is done with the command "alter table <table-name> 

encryption=’Y';". This command will encrypt the chosen table. A test for encryption in table space 

levels was also carried out to better test the performance test. Here is a test of encryption at the table 

space level for the "web_ict" tablespaces: 
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Fig.5: Encryption for table space ‘web_ict’ 

Figure 5 shows the encryption process for table space "web_ict". In MySQL TDE, encryption at 

the table space level is performed with the command "alter table space tablespace-name> In MySQL 

TDE, encryption at the table space level is performed with the command "alter table space tablespace-

name> encryption='Y';." This command will encrypt the table space separately, so all the data on the 

table will be encrypted. By performing encryption at the table space level, it will be possible to compare 

the impact of table-level encryptions and the table space levels that MySQL Transparent Data 

Encryption can do.  

4.4. Implementation Result Testing 

Database encryption is performed for tables in the database 'web_ict' using MySQL TDE. Implementing 

MySQL TDE protects data-at-rest, so to perform testing from the encryption that has been done, 

"Strings" against encrypted tables are used as a simulation when there is unauthorized access to the 

database to retrieve data. Here are the results of encryption with MySQL TDE implemented in the 

'customers' table to represent table-level encryptions:  
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Fig.6: Table ‘customers’ before encryption 

Figure 6 shows the content of the data from the 'customers' table before being encrypted when 

performing 'Strings' on the table. Without encryption, the data could be stolen or leaked if an 

irresponsible party accesses the database. This data is then encrypted, as was done at the implementation 

stage of protection techniques. Here is a simulation of the "Strings" table for the Customers table after 

encryption: 
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Fig.7: Table ‘customers’ after encryption 

Figure 7 shows the results of a data leak simulation using "Strings" on the encrypted "customers" 

table. Data from the 'customers' tables is well encrypted, so special access to the database is required to 

view the data from the tables. With the encryption done, if any irresponsible party accesses the database, 

the data will be protected from leakage and theft because it no longer has value. Without special access 

to the database as an authority, the data will be readable. MySQL TDE will perform transparent 

decryption for users who enter the database as the authority who has access. 

 

To determine the impact of the implementation of protection techniques carried out on the 

performance of the system, benchmarking is performed using JMeter to look at the influence of 

implementation protection techniques on the 'load time', 'connect time, and 'latency' necessary to access 

and use the database. Benchmarking is divided into two levels: table space and table level. 

Benchmarking will be performed by performing queries "Select * From Customers" and "Selects * 

From Projects" as representatives of encryption at the table level. The query used for benchmarking 

shows a simulation of existing data-at-rest readings, where the data in the 'customers' and projects tables 

are to be read. Benchmarking is done to see the difference before and after encryption. Here are the 

results of the benchmarking performed for the database at the table level, for the 'customers' table, 

before encrypting and after encryption: 

1
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Fig.8: Benchmarking for ‘customers’ and ‘Projects’ tables before encryption 

Figure 8 shows the benchmarking results before implementing encryption protection techniques for 

the 'customers' tables. Load time is the time required to load the database, with data transactions of 

27478 bytes, and is 409 ms. At the same time, connect time is the time necessary to connect to the 

database server and is 349 ms. Latency is the necessary time to transfer data between two points to 

measure network response speed and is 408 ms. The figure also shows the benchmarking results 

performed before the encryption protection techniques implementation for the 'Projects' table. Load 

time is the time required to load the database with data transactions of 6601 bytes and is 377 ms. At the 

same time, connect time is the time necessary to connect to the database server and is 347 ms. Latency 

is the necessary time to transfer data between two points to measure network response speed and is 375 

ms. With smaller data sizes, load time, connect time, and latency have values like benchmarking for 

larger data sizes. This is because the computer resources used to perform benchmarking also affect load 

time, connect time and latency. Here are the benchmarking results for the 'customers' and projects tables 

after encryption: 

 

 

 
 

Fig.9: Benchmarking for ‘customers’ and ‘Projects’ tables after encryption 

Figure 9 shows the benchmarking results after implementing protection techniques for the 

'customers' tables. The benchmarking results showed that the load time required to load the database 
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with the same data transaction of 27478 bytes was 427 ms, while the connect time needed to make 

connections to the database was 377 ms, with a latency of 426 ms. Load time, connect time, and latency 

results from benchmarking results after encryption are higher than benchmark results before encrypting. 

The figure also shows the results of benchmarking performed after implementing protection techniques 

for the 'Projects' table. The benchmarking results showed that the load time required to load a database 

with the same data transaction of 6601 bytes was 386 ms, while the connect time needed to connect 

with the database was 363 ms, with a latency of 384 ms. The load time, connect time, and latency 

outcomes from the benchmarking results for the 'Projects' table after encryption, as in the Customers 

table, are higher than those from the Benchmark results before encrypting. This shows that MySQL 

TDE encryption affects the performance of the system. The average load time increased by 3.4%, from 

409 ms to 427 ms for 'customers' tables and from 377 ms to 386 ms for project tables. The average 

connectivity time was increased by 6.3%, with an increase from 349 ms to 377 ms for the 'customers' 

table and a rise from 347 ms to 363 ms in the projects table. In addition, there was an increase in latency, 

where the average latency increased by 3.4%, with the latency increasing from 408 ms to 426 ms for 

'customers' tables and an increase from 375 ms to 384 ms for project tables. The three aspects compared 

in the benchmarking process for table levels showed an insignificant decrease in performance. For the 

benchmarking test of encryption at the table space level, we will also benchmark by performing the 

"Select" query for the "customers" and "Projects" tables. Here are the benchmarking results for the 

'customers' tables after encryption at the table space level: 

 

 

 

 

 

 

Fig.10: Benchmarking for ‘customers’ and ‘Projects’ for table space level encryption 

Figure 4.40 shows the benchmarking results performed after encryption at the table space level for 

the ‘customers’ table. The benchmarking results showed that the load time required to load a database 

with the same data transaction of 27478 bytes was 452 ms, while the connect time needed to connect 

with the database was 377 ms, with a latency of 451 ms. The figure also shows the benchmarking results 

performed after encryption at the table space level for the ‘Projects’ table. The benchmarking results 

showed that the load time required to load the database with the same data transaction of 6601 bytes 

was 389 ms, while the connect time needed to make connections to the database was 366 ms, with a 

latency of 387 ms. Load time, connect time, and latency results from benchmarking results after 

encryption at table space level for tables ‘customers and projects are higher than benchmark results 

before encrypting. The impact of the table space encryption process on the database can be seen from 

its average load time increase of 6.8%, with an increase from 409 ms to 452 ms for ‘customers’ tables 
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and a rise from 377 ms to 389 ms for project tables, the average connectivity time increased by 6.7%, 

with an increase from 349 ms to 377 ms for ‘customers’ tables and a rise from 347 ms to 366 ms for 

project tables. In addition, there was an increase in latency, where the average latency increased by 

6.9%, with the latency increasing from 408 ms to 451 ms for ‘customers’ tables and an increase from 

375 ms to 387 ms for project tables. The three aspects compared in the benchmarking process for table 

and table space levels showed an insignificant decrease in performance. But the difference between 

doing encryption for a particular table and table-space encryption. The average increase in load time on 

table-level encryption was 3.4 percent to 6.8 percent, while average increases in connect time increased 

from 6.3 percent to 6.7 percent, and average latency increased from 3.4 percent to 6.9 percent. These 

results indicate that the ability of MySQL TDE to perform encryption at the table level for a particular 

table will be able to improve the performance efficiency of the database system used, as encrypting can 

be done specifically for certain tables that store sensitive data in the form of data-at-rest that suits the 

needs of the company. 

4.5. Evaluation 

The research is aimed at seeing whether the protection techniques implemented for the corporate 

database can meet the needs of the company and address the problems experienced by the company 

related to the security of the database and the extent to which the impact of the protection technologies 

implemented on the corporative database on the performance of the databases. The research results 

show that implementing the selected protection techniques, namely MySQL TDE, can protect the data 

in the database and maintain its high availability. Database encryption protection techniques using 

MySQL TDE show that the implementation of MySQL TDE has been proven to effectively encrypt 

data so that when an unauthorized party accesses the database, the data cannot be read or understood 

because the data has been encoded. However, the success of implementing protection techniques also 

affects the performance of the database system. The benchmarking results show increased load time, 

connect time, and latency. However, the increase was insignificant—below 10%—so it is still 

acceptable, especially compared to the security and high availability benefits obtained by databases. 

Overall, implementing protection techniques has proven to protect the database well and maintain high 

availability, even if there is a slight decrease in database performance. 

The research aligns with previous studies that have successfully protected databases using other 

methods. In terms of security, previous research has demonstrated that using the AES algorithm as an 

encryption method for databases can provide a high level of security (Handoyo & Subakti, 2020). In 

this study, implementing MySQL TDE with the AES-256 encryption algorithm has also effectively 

protected MySQL databases with a high level of security. In terms of efficiency, previous research has 

shown that the AES algorithm for encryption exhibits good performance in terms of speed and 

efficiency (Ghosh, 2020). Implementing MySQL TDE in this study, utilizing the AES-256 algorithm, 

also demonstrates its ability to efficiently protect the database, as evidenced by a performance decrease 

of less than 10% during the benchmarking process. 

5. Conclusion 

Based on the conducted research, it can be concluded that MySQL database protection using MySQL 

Enterprise Transparent Data Encryption (TDE) at PT ABC demonstrates the following: 

• Encrypting the database using MySQL TDE helps PT ABC protect the data within its database. 

Database protection using encryption with MySQL TDE effectively addresses PT ABC's 

concerns regarding data security. The database protection technique using encryption with 

MySQL TDE proves to safeguard the data within the database effectively. Therefore, when 

unauthorized individuals access the database, the accessed data remains unreadable and 

incomprehensible due to encryption. 

• The implemented encryption using MySQL TDE efficiently protects the database. 
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Benchmarking shows that encryption using MySQL TDE impacts system performance, but the 

impact is insignificant. The benchmarking results indicate that implementing encryption using 

MySQL TDE increases the database system's load time, connect time and latency. However, 

the benchmarking results do not show a significant decrease in database system performance, 

making it acceptable and considered good efficiency. The observed increase in load time, 

connect time, and latency from the benchmarking results is insignificant, so it is acceptable, 

especially compared to the data security benefits obtained for the database. 

 

As for the findings obtained from this research, future research on database protection could include 

the following aspects: 

• Subsequent research can explore encrypting the MySQL database using encryption tools from 

other MySQL Enterprise Edition offerings, such as MySQL Enterprise Encryption, and 

compare it with MySQL Transparent Data Encryption. The research can focus on comparing 

the effectiveness and efficiency of both encryption techniques provided by MySQL Enterprise 

Edition. 

• Further research can explore using protection techniques other than encryption, such as 

incorporating authentication mechanisms using MySQL Enterprise Authentication and 

comparing its effectiveness with encryption as a protection technique. The research can focus 

on comparing the effectiveness of encryption with other selected protection techniques. 

• Future research can explore databases other than MySQL that provide similar tools as MySQL 

TDE, such as Microsoft SQL Server with its Microsoft SQL Server TDE feature, and evaluate 

the implementation conducted. This research can demonstrate how TDE can be effectively 

utilized across various database systems, not just MySQL. 
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