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Simulasi Serangan Perubahan Kecepatan Motor ke PLC M580 

dengan Proteksi Firewall MAC/IP pada Sistem OT 

 (Vincent Lawrence Lou) 

ABSTRAK 

 

 Keamanan siber pada Operational Technology (OT) menjadi isu penting 

seiring meningkatnya integrasi antara sistem kontrol industri dan jaringan IT. 

Proyek ini dilakukan di PT Schneider Indonesia, perusahaan yang dipilih 

karena reputasinya sebagai pemimpin global dalam otomasi industri dan 

transformasi digital. Kegiatan berfokus pada adaptasi modul pelatihan OT 

Cybersecurity agar sesuai dengan kebutuhan lokal, mencakup pemahaman 

standar IEC 62443, konfigurasi perangkat seperti PLC M580, HMI, firewall 

Fortinet, serta segmentasi jaringan menggunakan BME NOC 0321. Simulasi 

serangan dilakukan dengan mengakses PLC secara tidak sah, memanipulasi 

setpoint kecepatan motor, dan mengubah tampilan HMI untuk menunjukkan 

dampak nyata gangguan siber terhadap perangkat fisik. Proteksi diterapkan 

melalui segmentasi jaringan dan kebijakan firewall berbasis port, IP, dan 

MAC address, yang terbukti efektif mencegah serangan. Kendala utama 

adalah perbedaan fitur firewall antara modul versi luar dan versi Indonesia 

serta keterbatasan pengetahuan awal. Solusi dilakukan melalui kolaborasi 

dengan expert dan studi mandiri. Hasil akhir menunjukkan bahwa penerapan 

OT Cybersecurity secara menyeluruh mampu mengurangi risiko serangan 

dan menjaga keberlangsungan operasional industri. 

 

Kata kunci: OT Cybersecurity, IEC 62443, simulasi serangan, proteksi 

jaringan, firewall 
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Simulation of Motor Speed Manipulation Attack on PLC M580 

with MAC/IP Firewall Protection in OT Systems 

(Vincent Lawrence Lou) 

 

ABSTRACT (English) 

 

 Cybersecurity in Operational Technology (OT) has become a critical issue 

as industrial control systems increasingly integrate with IT networks. This 

project focuses on adapting an OT Cybersecurity training module to 

demonstrate threats and protection mechanisms in industrial automation 

systems. The module is designed to provide practical understanding of secure 

industrial network architecture, IEC 62443 standards, and the 

implementation of protection strategies. Activities include configuring 

devices such as PLC M580, HMI, Fortinet firewall, and network 

segmentation using BME NOC 0321. A cyberattack simulation was carried 

out by gaining unauthorized access to the PLC, manipulating motor speed 

setpoints, and altering the HMI display, illustrating the real impact of cyber 

threats on physical equipment. Protection was implemented through network 

segmentation and firewall policies based on port, IP, and MAC address, 

which proved effective in preventing attacks. The results show that 

comprehensive OT Cybersecurity measures significantly reduce attack risks 

and ensure operational continuity. This module is expected to serve as a 

reference for cybersecurity training in OT environments in Indonesia. 

 

Keywords: OT Cybersecurity, IEC 62443, attack simulation, network 

protection, firewall. 
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