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IMPLEMENTASI MEKANISME NOTIFIKASI PERINGATAN BERBASIS
WAZUH PADA SIMULASI LINGKUNGAN SOC

Raphael Constantine Kurniajaya

ABSTRAK

Perkembangan ancaman siber yang semakin kompleks menuntut adanya
mekanisme deteksi dini dan penyampaian peringatan yang efisien dalam lingkungan
Security Operations Center (SOC). Salah satu pendekatan yang umum digunakan
adalah penerapan Host-based Intrusion Detection System (HIDS) untuk memantau
aktivitas pada tingkat host. Laporan kerja magang ini membahas perancangan dan
implementasi prototipe sistem otomatisasi peringatan berbasis HIDS menggunakan
Wazuh dalam lingkungan simulasi SOC. Metode yang digunakan meliputi
pemantauan aktivitas host Windows, analisis log berbasis rule-based detection,
serta pengiriman notifikasi e-mail secara otomatis ketika terjadi pencocokan
(matching) antara event dan rule yang telah dikonfigurasi. Implementasi difokuskan
pada penggunaan rule sederhana, yaitu deteksi kondisi agent started dan agent
stopped, untuk memverifikasi alur deteksi dan pengiriman peringatan otomatis.
Hasil implementasi menunjukkan bahwa sistem mampu menghasilkan alert dan
mengirimkan notifikasi secara otomatis sesuai dengan kondisi yang terdeteksi.
Berdasarkan hasil tersebut, dapat disimpulkan bahwa prototipe sistem otomatisasi
peringatan berbasis HIDS ini mampu memberikan gambaran awal mengenai
mekanisme peringatan dini serta perannya dalam mendukung aktivitas monitoring
dan meringankan beban kerja Security Analyst dalam operasional SOC.

Kata kunci: HIDS, keamanan siber, SOC, Wazuh
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IMPLEMENTATION OF A WAZUH-BASED ALERT NOTIFICATION
MECHANISM IN A SIMULATED SOC ENVIRONMENT

Raphael Constantine Kurniajaya

ABSTRACT

The increasing complexity of cyber threats requires effective early detection and
alert delivery mechanisms within a Security Operations Center (SOC) environment.
One commonly adopted approach is the use of a Host-based Intrusion Detection
System (HIDS) to monitor host-level activities. This internship report discusses
the design and implementation of a HIDS-based alert automation prototype using
Wazuh in a simulated SOC environment. The applied method includes monitoring
Windows host activities, analyzing log data using a rule-based detection approach,
and automatically delivering e-mail notifications when predefined rules match
incoming events. The implementation focuses on simple detection rules, specifically
identifying agent started and agent stopped conditions, to verify the end-to-end
detection and automated alerting workflow. The results indicate that the system
is capable of generating alerts and delivering notifications automatically according
to the detected conditions. Based on these results, it can be concluded that the
proposed HIDS-based alert automation prototype provides an initial insight into
early warning mechanisms and their role in supporting monitoring activities and
reducing the operational workload of Security Analysts in an SOC environment.

Keywords: cybersecurity, HIDS, SOC, Wazuh
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