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DETEKSI RAGAM SERANGAN SSH

BERDASARKAN LOG AUTENTIKASI 

MENGGUNAKAN LONG SHORT-TERM MEMORY

Bintang Timurlangit

ABSTRAK

Serangan SSH slow-rate merupakan ancaman yang sulit terdeteksi oleh sistem 

keamanan berbasis aturan seperti Fail2Ban karena pola percobaannya dilakukan 

secara perlahan dan tersebar dalam rentang waktu panjang, sehingga tidak melewati 

ambang batas deteksi berbasis frekuensi. Kondisi ini ditemukan pada infrastruktur 

server PT Maro Anugrah Jaya. Untuk mengatasi permasalahan tersebut, penelitian 

ini mengembangkan sistem deteksi intrusi berbasis pembelajaran mesin 

menggunakan algoritma Long Short-Term Memory (LSTM) yang mampu 

mengenali pola perilaku temporal. Model dilatih menggunakan dataset log 

autentikasi yang telah direkayasa menjadi sekuens berdasar jendela waktu, 

kemudian diuji pada data uji serta diimplementasikan dalam aplikasi bernama 

SSHGuard yang berjalan secara real-time pada lingkungan server Linux. Evaluasi 

model menunjukkan performa yang baik dengan akurasi sebesar 92,38% pada 

pengujian dataset latihan dan 94,18% saat diimplementasikan dalam sistem nyata. 

Hasil pengujian aplikasi menunjukkan adanya penurunan signifikan pada tingkat 

false negative, di mana Fail2Ban gagal mendeteksi 403 aktivitas serangan (false 

negative), sedangkan SSHGuard berhasil mendeteksi seluruh aktivitas serangan 

pada dataset pengujian tanpa menghasilkan false negative. Selain itu, SSHGuard 

mengidentifikasi 1.063 alamat IP sebagai serangan, jauh lebih tinggi dibandingkan 

Fail2Ban yang hanya memblokir 598 alamat IP. Pendekatan LSTM mampu 

meningkatkan efektivitas deteksi serangan SSH slow-rate yang sebelumnya tidak 

tertangani oleh sistem berbasis aturan.

Kata kunci: SSH, slow-rate, LSTM, deteksi intrusi, analisa log
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DETECTION OF SSH ATTACK CLASSES

BASED ON AUTHENTICATION LOGS

USING LONG SHORT-TERM MEMORY

Bintang Timurlangit

ABSTRACT (English)

Slow-rate SSH attacks are a stealthy threat that is difficult to detect using rule-

based security systems such as Fail2Ban, as their login attempts are spread across 

long time intervals and do not exceed frequency-based detection thresholds. This 

issue is also found in the server infrastructure of PT Maro Anugrah Jaya. To 

address this problem, this research proposes a machine learning-based intrusion 

detection system using a Long Short-Term Memory (LSTM) model capable of 

learning temporal behavioural patterns. The model was trained using 

authentication logs that were converted into time-windowed sequences, and 

subsequently evaluated through testing and deployed in a real-time application 

called SSHGuard on a Linux server environment. Model evaluation demonstrated 

strong performance with an accuracy of 92.38% on test data and 94.18% when 

deployed in a real operational environment. Application-level testing demonstrates 

a significant reduction in the false negative rate, where Fail2Ban failed to detect 

403 attack activities (false negatives), while SSHGuard successfully detected all 

attack activities in the evaluation dataset without producing any false negatives. In 

addition, SSHGuard identified 1,063 IP addresses as attacks, significantly higher 

than Fail2Ban, which blocked only 598 IP addresses. The results indicate that the 

LSTM-based approach effectively improves the detection of slow-rate SSH attacks 

that conventional rule-based systems fail to identify.

Keywords: SSH, slow-rate attack, LSTM, intrusion detection, log analysis



x
Deteksi Ragam Serangan…, Bintang Timurlangit, Universitas Multimedia Nusantara

DAFTAR ISI

HALAMAN PERNYATAAN TIDAK PLAGIAT ............................................. ii

HALAMAN PERSETUJUAN ............................................................................ iii
HALAMAN PENGESAHAN.............................................................................. iv

HALAMAN PERSETUJUAN PUBLIKASI KARYA ILMIAH ...................... v
ABSTRAK .......................................................................................................... viii

ABSTRACT (English)........................................................................................... ix
DAFTAR ISI.......................................................................................................... x

DAFTAR TABEL .............................................................................................. xiii
DAFTAR GAMBAR.......................................................................................... xiv

DAFTAR LAMPIRAN ..................................................................................... xvii

BAB I PENDAHULUAN...................................................................................... 1

1.1 Latar Belakang...................................................................................... 1

1.2 Pertanyaan Penelitian........................................................................... 5

1.3 Batasan Penelitian................................................................................. 6

1.4 Tujuan Penelitian.................................................................................. 7

1.5 Manfaat Penelitian................................................................................ 7

1.6 Sistematika Penulisan ........................................................................... 8
BAB II TINJAUAN PUSTAKA........................................................................... 9

2.1 Penelitian Terdahulu ...............................Error! Bookmark not defined.

2.1.1 SSH and FTP brute-force Attacks Detection in Computer Network: 
LSTM and Machine Learning Approaches ................................................... 9

2.1.2 HTTP Low and Slow DoS Attack Detection using LSTM.............. 10

2.1.3 On the Detection Capabilities of Signature-Based Intrusion 
Detection System in the Context of Web Attacks ......................................... 11
2.1.4 Transferability of Machine Learning Models Learned from Public 
Intrusion Detection Datasets: The CICIDS2017 Case Study ..................... 12

2.1.5 Evaluation of Cluster Based Anomaly Detection ........................... 13

2.2 Virtualisasi Proxmox .......................................................................... 14

2.3 Protokol Secure Shell (SSH)............................................................... 15
2.4 Serangan Brute-Force ......................................................................... 18

2.4.1 Serangan Frekuensi Tinggi ............................................................ 19



xi
Deteksi Ragam Serangan…, Bintang Timurlangit, Universitas Multimedia Nusantara

2.4.2 Serangan dengan Teknik Slow-Rate .............................................. 19

2.5 Deteksi Serangan Berbasis Aturan (Rule Based) ............................. 20
2.6 Long Short-Term Memory (LSTM).................................................... 22

BAB III METODE PENELITIAN .................................................................... 25
3.1 Metode Penelitian................................................................................ 25

3.2 Perancangan Model ............................................................................ 27
3.2.1 Pengumpulan Dataset ..................................................................... 27

3.2.2 Prapemrosesan Data ....................................................................... 28
3.2.3 Perancangan Fitur .......................................................................... 31

3.2.4 Pelabelan Data................................................................................. 36
3.2.5 Persiapan Data ................................................................................ 39

3.2.6 Pelatihan Model............................................................................... 42

3.2.7 Evaluasi Model ................................................................................ 46

3.3 Perancangan Aplikasi ......................................................................... 50

3.3.1 Arsitektur Aplikasi ......................................................................... 50

3.3.2 Integrasi Model dan Konfigurasi................................................... 57

3.3.3 Layanan Sistem dan CLI................................................................ 57

3.3.4 Pengemasan Aplikasi ...................................................................... 59

3.3.5 Distribusi Aplikasi........................................................................... 60

3.3.6 Evaluasi Aplikasi............................................................................. 61

BAB IV IMPLEMENTASI DAN PENGUJIAN .............................................. 65

4.1 Spesifikasi Sistem ................................................................................ 66

4.1.1 Spesifikasi Hardware Komputer Penulis...................................... 66

4.1.2 Spesifikasi Hardware Laptop Penulis ........................................... 66

4.1.3 Spesifikasi Hardware Pengujian.................................................... 66
4.2 Implementasi Model ........................................................................... 67

4.2.1 Pengumpulan Dataset ..................................................................... 67

4.2.2 Prapemrosesan Data ....................................................................... 69

4.2.3 Perancangan Fitur .......................................................................... 74
4.2.4 Pelabelan Data................................................................................. 77

4.2.5 Persiapan Data ................................................................................ 85
4.2.6 Pelatihan Model............................................................................... 90



xii
Deteksi Ragam Serangan…, Bintang Timurlangit, Universitas Multimedia Nusantara

4.2.7 Ekspor Model .................................................................................. 91

4.3 Implementasi Aplikasi ........................................................................ 92
4.3.1 Modul Utama................................................................................... 92

4.3.2 Layanan Sistem dan CLI................................................................ 97
4.3.3 Pengemasan Aplikasi ...................................................................... 98

4.3.4 Distribusi Aplikasi........................................................................... 99
4.3.5 Instalasi .......................................................................................... 100

4.4 Pengujian & Analisis ........................................................................ 101
4.4.1 Evaluasi Model .............................................................................. 101

4.4.2 Evaluasi Aplikasi........................................................................... 110
4.5 Limitasi .............................................................................................. 116

4.5.1 Ketergantungan pada Pola Perilaku Temporal ......................... 116

4.5.2 Rotasi Alamat IP oleh Penyerang................................................ 116

BAB V SIMPULAN DAN SARAN.................................................................. 117

5.1 Simpulan ............................................................................................ 117

5.2 Saran .................................................................................................. 118

DAFTAR PUSTAKA........................................................................................ 119

LAMPIRAN....................................................................................................... 124



xiii
Deteksi Ragam Serangan…, Bintang Timurlangit, Universitas Multimedia Nusantara

DAFTAR TABEL

Tabel 3.1 Fitur Statistik Dasar .............................................................................. 32

Tabel 3.2 Hyperparameter Model ........................................................................ 43

Tabel 3.3 Parameter Callback EarlyStopping....................................................... 44

Tabel 3.4 Parameter Callback ReduceLROnPlateau ............................................ 45

Tabel 3.5 Perintah Deteksi dalam Aplikasi........................................................... 58

Tabel 3.6 Spesifikasi LXC Container ................................................................... 61

Tabel 3.7 Parameter SSH pada LXC Container ................................................... 61

Tabel 4.1 Pola Regex untuk Klasifikasi Peristiwa................................................ 71

Tabel 4.2 Nilai Statistik Prediksi Slow-Rate ....................................................... 109

Tabel 4.3 Nilai Statistik Prediksi Fast Attack ..................................................... 110

Tabel 4.4 Hasil Pengujian Coverage................................................................... 111

Tabel 4.5 Hasil Pengujian terhadap Metrik Evaluasi Standar............................. 112



xiv
Deteksi Ragam Serangan…, Bintang Timurlangit, Universitas Multimedia Nusantara

DAFTAR GAMBAR

Gambar 1.1 Grafik Percobaan Serangan SSH......................................................... 2

Gambar 1.2 Grafik Percobaan Serangan SSH yang dilewatkan Fail2Ban.............. 3

Gambar 2.1 Arsitektur Internal Proxmox. ............................................................ 14

Gambar 2.2 Tampilan Web Antarmuka Proxmox ................................................ 15

Gambar 2.3 Alur Kerja Protokol SSH .................................................................. 16

Gambar 2.4 Alur Kerja Fail2Ban.......................................................................... 21

Gambar 2.5 Struktur Dasar Unit LSTM................................................................ 23

Gambar 3.1 Metode Penelitian.............................................................................. 25

Gambar 3.2 Arsitektur Aplikasi ............................................................................ 50

Gambar 3.3 Alur Kerja Aplikasi ........................................................................... 52

Gambar 4.1 Lokasi Tempat Log Autentikasi........................................................ 67

Gambar 4.2 Isi dari Berkas Log Autentikasi Proxmox. ........................................ 68

Gambar 4.3 Repositori LogHub pada situs GitHub.............................................. 68

Gambar 4.4 Hasil Unduhan Log Autentikasi LogHub.......................................... 69

Gambar 4.5 Pola Regex untuk Ekstraksi Fitur pada Log...................................... 70

Gambar 4.6 Kelas YearRollover ........................................................................... 70

Gambar 4.7 Fungsi ‘expand_message_repeat()’................................................... 72

Gambar 4.8 Sintaks untuk Memasukkan Informasi ke DataFrame ...................... 73

Gambar 4.9 Ekspor Data Hasil Parsing ................................................................ 73

Gambar 4.10 Hasil .parquet Seluruh Peristiwa ..................................................... 73

Gambar 4.11 Memuat Data Log Hasil Parsing .................................................... 74

Gambar 4.12 Agregasi Data Berdasarkan IP dan Jendela Waktu......................... 74

Gambar 4.13 Perhitungan Fitur Volume dan Frekuensi Aktivitas Autentikasi .... 75

Gambar 4.14 Perhitungan Fitur Temporal Aktivitas Autentikasi ......................... 75

Gambar 4.15 Perhitungan Fitur Keragaman Username ........................................ 76

Gambar 4.16 Pembersihan dan Normalisasi Fitur ................................................ 76

Gambar 4.17 Sintaks Clustering dengan DBSCAN ............................................. 77

Gambar 4.18 Hasil Clustering DBSCAN ............................................................. 78

Gambar 4.19 Analisa Statistik Per-Cluster ........................................................... 79

Gambar 4.20 Hubungan Nilai Median Antar Percobaan Login............................ 81



xv
Deteksi Ragam Serangan…, Bintang Timurlangit, Universitas Multimedia Nusantara

Gambar 4.21 Hubungan Nilai Median Antar Durasi Aktivitas Autentikasi ......... 82

Gambar 4.22 Hubungan Durasi Aktivitas Autentikasi Antar Jumlah Percobaan 

Login Gagal........................................................................................................... 83

Gambar 4.23 Sintaks Pembentukan Sekuen ......................................................... 85

Gambar 4.24 Hasil Pembentukan Jendela............................................................. 85

Gambar 4.25 Hasil Pemisahan Data Latih dan Uji ............................................... 86

Gambar 4.26 Sintaks Penyeimbangan Kelas ........................................................ 87

Gambar 4.27 Hasil Penyeimbangan Kelas pada Data Latih ................................. 88

Gambar 4.28 Sintaks Normalisasi dan One-Hot Encoding................................... 89

Gambar 4.29 Hasil Pembentukan Data Latih dan Uji........................................... 89

Gambar 4.30 Inisialisasi Model ............................................................................ 90

Gambar 4.31 Callback ReduceLROnPlateau........................................................ 91

Gambar 4.32 Callback EarlyStopping .................................................................. 91

Gambar 4.33 Fungsi Ekspor Model ...................................................................... 92

Gambar 4.34 Mekanisme Tailing.......................................................................... 92

Gambar 4.35 Fungsi Parse Line ........................................................................... 93

Gambar 4.36 Inisialisasi Artefak dan Model ........................................................ 93

Gambar 4.37 Inferensi dan Prediksi Kelas............................................................ 94

Gambar 4.38 Inisialisasi Modul Manajemen Firewall ......................................... 95

Gambar 4.39 Mekanisme Pemblokiran IP ............................................................ 96

Gambar 4.40 Fungsi Pembersihan IP.................................................................... 96

Gambar 4.41 Definisi Layanan Aplikasi............................................................... 97

Gambar 4.42 Proses Pengemasan Aplikasi........................................................... 99

Gambar 4.43 Repositori Aplikasi di GitHub......................................................... 99

Gambar 4.44 Perintah Instalasi Aplikasi............................................................. 100

Gambar 4.45 Status SSHGuard Berhasil Di-Instal. ............................................ 100

Gambar 4.46 Kurva Training Loss dan Validation Loss .................................... 101

Gambar 4.47 Kurva Training Accuracy dan Validation Accuracy ..................... 102

Gambar 4.48 Laporan Klasifikasi Pelatihan Model............................................ 103

Gambar 4.49 Kurva ROC One-vs-Rest ............................................................... 104

Gambar 4.50 Kurva ROC Macro dan Micro Average. ....................................... 105



xvi
Deteksi Ragam Serangan…, Bintang Timurlangit, Universitas Multimedia Nusantara

Gambar 4.51 Hasil Confusion Matrix Model...................................................... 106

Gambar 4.52 Distribusi Prediksi dan Tingkat Kepercayaan............................... 108

Gambar 4.53 Halaman situs SecRepo................................................................. 111

Gambar 4.54 Hasil Confusion Matrix pada Fail2Ban......................................... 114

Gambar 4.55 Hasil Confusion Matrix pada SSHGuard ...................................... 115



xvii
Deteksi Ragam Serangan…, Bintang Timurlangit, Universitas Multimedia Nusantara

DAFTAR LAMPIRAN

Lampiran A – Turnitin ........................................................................................ 124

Lampiran B – Konsultasi Bimbingan.................................................................. 132

Lampiran C – Daftar Penggunaan AI ................................................................. 134


		2026-01-19T17:48:26+0700
	e-meterai.live [btimurlangit@gmail.com]
	e_meterai_signature
	[TH2YC2N0A60H7JUP0000A9] METERAI 10000




