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DETEKSI RAGAM SERANGAN SSH
BERDASARKAN LOG AUTENTIKASI
MENGGUNAKAN LONG SHORT-TERM MEMORY

Bintang Timurlangit

ABSTRAK

Serangan SSH slow-rate merupakan ancaman yang sulit terdeteksi oleh sistem
keamanan berbasis aturan seperti Fail2Ban karena pola percobaannya dilakukan
secara perlahan dan tersebar dalam rentang waktu panjang, sehingga tidak melewati
ambang batas deteksi berbasis frekuensi. Kondisi ini ditemukan pada infrastruktur
server PT Maro Anugrah Jaya. Untuk mengatasi permasalahan tersebut, penelitian
ini mengembangkan sistem deteksi intrusi berbasis pembelajaran mesin
menggunakan algoritma Long Short-Term Memory (LSTM) yang mampu
mengenali pola perilaku temporal. Model dilatih menggunakan dataset log
autentikasi yang telah direkayasa menjadi sekuens berdasar jendela waktu,
kemudian diuji pada data uji serta diimplementasikan dalam aplikasi bernama
SSHGuard yang berjalan secara real-time pada lingkungan server Linux. Evaluasi
model menunjukkan performa yang baik dengan akurasi sebesar 92,38% pada
pengujian dataset latihan dan 94,18% saat diimplementasikan dalam sistem nyata.
Hasil pengujian aplikasi menunjukkan adanya penurunan signifikan pada tingkat
false negative, di mana Fail2Ban gagal mendeteksi 403 aktivitas serangan (false
negative), sedangkan SSHGuard berhasil mendeteksi seluruh aktivitas serangan
pada dataset pengujian tanpa menghasilkan false negative. Selain itu, SSHGuard
mengidentifikasi 1.063 alamat IP sebagai serangan, jauh lebih tinggi dibandingkan
Fail2Ban yang hanya memblokir 598 alamat IP. Pendekatan LSTM mampu
meningkatkan efektivitas deteksi serangan SSH slow-rate yang sebelumnya tidak

tertangani oleh sistem berbasis aturan.

Kata kunci: SSH, slow-rate, LSTM, deteksi intrusi, analisa log
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DETECTION OF SSH ATTACK CLASSES
BASED ON AUTHENTICATION LOGS
USING LONG SHORT-TERM MEMORY

Bintang Timurlangit

ABSTRACT (English)

Slow-rate SSH attacks are a stealthy threat that is difficult to detect using rule-
based security systems such as Fail2Ban, as their login attempts are spread across
long time intervals and do not exceed frequency-based detection thresholds. This
issue is also found in the server infrastructure of PT Maro Anugrah Jaya. To
address this problem, this research proposes a machine learning-based intrusion
detection system using a Long Short-Term Memory (LSTM) model capable of
learning temporal behavioural patterns. The model was trained using
authentication logs that were converted into time-windowed sequences, and
subsequently evaluated through testing and deployed in a real-time application
called SSHGuard on a Linux server environment. Model evaluation demonstrated
strong performance with an accuracy of 92.38% on test data and 94.18% when
deployed in a real operational environment. Application-level testing demonstrates
a significant reduction in the false negative rate, where Fail2Ban failed to detect
403 attack activities (false negatives), while SSHGuard successfully detected all
attack activities in the evaluation dataset without producing any false negatives. In
addition, SSHGuard identified 1,063 IP addresses as attacks, significantly higher
than Fail2Ban, which blocked only 598 IP addresses. The results indicate that the
LSTM-based approach effectively improves the detection of slow-rate SSH attacks

that conventional rule-based systems fail to identify.

Keywords: SSH, slow-rate attack, LSTM, intrusion detection, log analysis
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