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PENGEMBANGAN LOGGING SYSTEM UNTUK APLIKASI E-SIGNING
PADA PT. TREEMAS SOLUSI UTAMA

Dylan William

ABSTRAK

Perkembangan teknologi informasi mendorong penggunaan tanda tangan elektronik
(e-signature) sebagai solusi pengesahan dokumen digital yang efisien, aman,
dan dapat diaudit. Untuk mendukung kebutuhan tersebut, dikembangkan sistem
layanan E-Signing yang terintegrasi dengan Hardware Security Module (HSM) dan
dilengkapi mekanisme logging sebagai audit trail atas seluruh aktivitas sistem.
Penelitian ini berfokus pada perancangan dan implementasi sistem logging pada
layanan E-Signing yang mampu mencatat proses autentikasi, penandatanganan,
dan verifikasi tanda tangan digital secara terstruktur dan andal. Metode yang
diterapkan mencakup penggunaan protokol komunikasi berbasis fixed-width dengan
validasi panjang pesan yang ketat, integrasi proses kriptografi melalui HSM, serta
pengembangan sistem logging berbasis berkas dengan mekanisme rotasi harian dan
rotasi ukuran. Sistem logging dirancang untuk menangani kondisi multithreaded
dengan pengendalian thread safety, penanganan edge case saat shutdown, serta
pencatatan timestamp, event ID, dan status proses secara konsisten. Hasil
implementasi menunjukkan bahwa sistem mampu memproses penandatanganan
dan verifikasi tanda tangan digital secara andal serta menghasilkan log yang
mendukung kebutuhan audit, transparansi, dan akuntabilitas. Sistem yang
dikembangkan menyeimbangkan aspek keamanan, keandalan, dan kemudahan
pemeliharaan, sehingga dapat dijadikan dasar bagi pengembangan dan integrasi
layanan E-Signing di lingkungan operasional.

Kata kunci: Audit trail, Electronic signature, Log, Logging system, PT. Treemas
Solusi Utama
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DEVELOPMENT OF A LOGGING SYSTEM FOR AN E-SIGNING
APPLICATION AT PT. TREEMAS SOLUSI UTAMA

Dylan William

ABSTRACT

The rapid development of information technology has driven the adoption of
electronic signatures (e-signature) as an efficient, secure, and auditable solution for
digital document authorization. To support this requirement, an E-Signing service
system was developed and integrated with a Hardware Security Module (HSM),
complemented by a logging mechanism that functions as an audit trail for all system
activities. This study focuses on the design and implementation of a logging system
within the E-Signing service capable of recording authentication, digital signing,
and signature verification processes in a structured and reliable manner. The
applied methodology includes the use of a fixed-width communication protocol with
strict message-length validation, integration of cryptographic operations through
the HSM, and the development of a file-based logging system with daily and
size-based rotation mechanisms. The logging system is designed to operate in
a multithreaded environment by enforcing thread safety controls, handling edge
cases during system shutdown, and consistently recording timestamps, event IDs,
and process statuses. The implementation results demonstrate that the system is
able to reliably perform digital signing and verification processes while producing
logs that support audit requirements, transparency, and accountability. The
developed system balances security, reliability, and maintainability, providing a
solid foundation for further development and integration of E-Signing services in
operational environments.

Keywords: Audit trail, Electronic signature, Log, Logging system, PT. Treemas
Solusi Utama
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