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PENGUJIAN KETAHANAN SISTEM PENYIMPANAN TERHADAP
SERANGAN RANSOMWARE MELALUI PENERAPAN SAFEGUARDED

COPY

Shabrina Firmansyah

ABSTRAK

Di era digital, data menjadi aset vital bagi perusahaan, namun ancaman siber
seperti ransomware semakin meningkat dan berpotensi menyebabkan kerugian
besar. Kegiatan magang ini dilaksanakan di PT IBM Indonesia dengan fokus pada
pengujian ketahanan sistem penyimpanan terhadap serangan ransomware melalui
penerapan teknologi IBM Safeguarded Copy pada sistem IBM FlashSystem 5300.
Metode yang digunakan meliputi konfigurasi sistem, aktivasi fitur Safeguarded
Copy, simulasi serangan ransomware, serta pengujian pemulihan dan performa
menggunakan IOmeter. Hasil pengujian menunjukkan bahwa pemulihan data
dapat dilakukan dalam waktu ±1 menit (Recovery Time Objective / RTO)
dengan kehilangan data mendekati nol (Recovery Point Objective / RPO), serta
performa sistem mencapai 182,349 IOPS dengan latensi rendah. Kesimpulannya,
IBM Safeguarded Copy efektif dalam menjaga integritas data dan mendukung
proses pemulihan yang cepat, sehingga direkomendasikan bagi organisasi yang
membutuhkan ketahanan tinggi terhadap serangan ransomware.

Kata kunci: Ketahanan Sistem Penyimpanan, IBM FlashSystem, Safeguarded
Copy
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TESTING THE RESILIENCE OF STORAGE SYSTEMS AGAINST
RANSOMWARE ATTACKS THROUGH THE IMPLEMENTATION OF

SAFEGUARDED COPY

Shabrina Firmansyah

ABSTRACT

In the digital era, data has become a vital asset for companies, yet cyber
threats such as ransomware are increasingly prevalent and can cause significant
losses. This internship was conducted at PT IBM Indonesia with a focus on
testing the resilience of storage systems against ransomware attacks through the
implementation of IBM Safeguarded Copy technology on the IBM FlashSystem
5300. The methods used include system configuration, activation of the Safeguarded
Copy feature, ransomware attack simulation, and recovery and performance testing
using IOmeter. The test results show that data recovery can be completed within ±1
minute (Recovery Time Objective / RTO) with near-zero data loss (Recovery Point
Objective / RPO), and system performance reached 182,349 IOPS with low latency.
In conclusion, IBM Safeguarded Copy is effective in maintaining data integrity
and supporting fast recovery, making it highly recommended for organizations that
require strong resilience against ransomware attacks.

Keywords: Storage System Resilience, IBM FlashSystem, Safeguarded Copy
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