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ANALISIS DAN EVALUASI KEAMANAN DATA MENGGUNAKAN
STELLAR CYBER PADA PT. SEMBILAN PILAR SEMESTA

Reinaldy Thendean

ABSTRAK

Keamanan siber menjadi aspek krusial seiring meningkatnya ketergantungan
organisasi terhadap sistem dan jaringan digital. Ancaman siber yang semakin
kompleks menuntut adanya sistem pemantauan dan respons insiden yang
terintegrasi dan real-time. Menjawab kebutuhan tersebut, kegiatan magang ini
dilaksanakan pada tim Security Operation Center (SOC) Level 1 dengan fokus
pada monitoring dan analisis alert keamanan menggunakan Stellar Cyber. Selama
pelaksanaan magang, dilakukan pemantauan terhadap berbagai jenis alert yang
berasal dari aktivitas jaringan internal maupun eksternal, salah satunya adalah
deteksi External Other Malware yang melibatkan pengiriman file berbahaya melalui
protokol SMTP. Proses penanganan alert dilakukan secara bertahap, meliputi
analisis detail alert, verifikasi menggunakan threat intelligence dan sandbox
analysis, penyusunan report kepada client, pembuatan ticket, serta penerapan
tindakan mitigasi seperti pemblokiran IP berbahaya. Selain itu, kegiatan ini
juga menghadapi beberapa kendala, antara lain kompleksitas pola serangan siber,
tuntutan pemenuhan SLA, keterbatasan performa perangkat kerja, serta konfigurasi
VPN antar tenant. Berdasarkan hasil kegiatan magang, dapat disimpulkan
bahwa penerapan platform XDR yang terintegrasi mampu membantu analis SOC
dalam meningkatkan efektivitas deteksi dan respons insiden, serta memperkuat
pemahaman praktis terhadap alur kerja penanganan keamanan siber di lingkungan
operasional.

Kata kunci: Security Operation Center, Stellar Cyber, Malware, Threat
Intelligence, Analisis Keamanan.
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DATA SECURITY ANALYSIS AND EVALUATION USING STELLAR CYBER
AT PT. SEMBILAN PILAR SEMESTA

Reinaldy Thendean

ABSTRACT

Cybersecurity has become a critical aspect as organizations increasingly rely on
digital systems and network infrastructures. The growing complexity of cyber
threats requires an integrated and real-time monitoring and incident response
mechanism. This internship was conducted within the Security Operation Center
(SOC) Level 1 team, focusing on security alert monitoring and analysis using the
Stellar Cyber. Throughout the internship period, various security alerts originating
from both internal and external network activities were monitored, including an
External Other Malware alert involving the delivery of malicious files via the SMTP
protocol. The alert handling process was carried out in several stages, starting
from alert identification and technical analysis, followed by verification using
threat intelligence sources and sandbox analysis, report preparation for clients,
ticket creation, and the implementation of mitigation actions such as blocking
malicious IP addresses. Several challenges were encountered during the internship,
including the complexity of cyberattack patterns, strict SLA requirements, limited
workstation performance, and VPN configuration conflicts across multiple tenants.
Overall, the use of an integrated XDR platform proved effective in supporting SOC
analysts in improving detection accuracy and incident response efficiency, while
also enhancing practical understanding of real-world cybersecurity operations.

Keywords: Security Operation Center, Stellar Cyber XDR, Malware, Threat
Intelligence, Incident Response, Security Monitoring
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