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ANALISIS DAN EVALUASI KEAMANAN DATA MENGGUNAKAN
STELLAR CYBER PADA PT. SEMBILAN PILAR SEMESTA

Reinaldy Thendean

ABSTRAK

Keamanan siber menjadi aspek krusial seiring meningkatnya ketergantungan
organisasi terhadap sistem dan jaringan digital. Ancaman siber yang semakin
kompleks menuntut adanya sistem pemantauan dan respons insiden yang
terintegrasi dan real-time. Menjawab kebutuhan tersebut, kegiatan magang ini
dilaksanakan pada tim Security Operation Center (SOC) Level I dengan fokus
pada monitoring dan analisis alert keamanan menggunakan Stellar Cyber. Selama
pelaksanaan magang, dilakukan pemantauan terhadap berbagai jenis alert yang
berasal dari aktivitas jaringan internal maupun eksternal, salah satunya adalah
deteksi External Other Malware yang melibatkan pengiriman file berbahaya melalui
protokol SMTP. Proses penanganan alert dilakukan secara bertahap, meliputi
analisis detail alert, verifikasi menggunakan threat intelligence dan sandbox
analysis, penyusunan report kepada client, pembuatan ticket, serta penerapan
tindakan mitigasi seperti pemblokiran IP berbahaya. Selain itu, kegiatan ini
juga menghadapi beberapa kendala, antara lain kompleksitas pola serangan siber,
tuntutan pemenuhan SLA, keterbatasan performa perangkat kerja, serta konfigurasi
VPN antar tenant. Berdasarkan hasil kegiatan magang, dapat disimpulkan
bahwa penerapan platform XDR yang terintegrasi mampu membantu analis SOC
dalam meningkatkan efektivitas deteksi dan respons insiden, serta memperkuat
pemahaman praktis terhadap alur kerja penanganan keamanan siber di lingkungan
operasional.

Kata kunci: Security Operation Center, Stellar Cyber, Malware, Threat
Intelligence, Analisis Keamanan.
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DATA SECURITY ANALYSIS AND EVALUATION USING STELLAR CYBER
AT PT. SEMBILAN PILAR SEMESTA

Reinaldy Thendean

ABSTRACT

Cybersecurity has become a critical aspect as organizations increasingly rely on
digital systems and network infrastructures. The growing complexity of cyber
threats requires an integrated and real-time monitoring and incident response
mechanism. This internship was conducted within the Security Operation Center
(SOC) Level 1 team, focusing on security alert monitoring and analysis using the
Stellar Cyber. Throughout the internship period, various security alerts originating
from both internal and external network activities were monitored, including an
External Other Malware alert involving the delivery of malicious files via the SMTP
protocol. The alert handling process was carried out in several stages, starting
from alert identification and technical analysis, followed by verification using
threat intelligence sources and sandbox analysis, report preparation for clients,
ticket creation, and the implementation of mitigation actions such as blocking
malicious IP addresses. Several challenges were encountered during the internship,
including the complexity of cyberattack patterns, strict SLA requirements, limited
workstation performance, and VPN configuration conflicts across multiple tenants.
Overall, the use of an integrated XDR platform proved effective in supporting SOC
analysts in improving detection accuracy and incident response efficiency, while
also enhancing practical understanding of real-world cybersecurity operations.

Keywords: Security Operation Center, Stellar Cyber XDR, Malware, Threat
Intelligence, Incident Response, Security Monitoring

1X
Analisis dan Evaluasi Keamanan Data..., Reinaldy Thendean, Universitas Multimedia Nusantara



DAFTAR ISI

HALAMAN JUDUL . . . .00 e e e e e e i
HALAMAN PERNYATAAN ORISINALITAS . . .. ... ... ...... ii
HALAMAN PERSETUJUAN PUBLIKASI KARYA ILMIAH . . . ... .. v
HALAMAN PERSEMBAHAN/MOTO . . ... ... ... ......... vi
KATA PENGANTAR . . . . . o s vii
ABSTRAK . . . . oo viii
ABSTRACT . . . . o o e ix
DAFTARISI . . . . . e X
DAFTARTABEL . . . . . . . . . e xi
DAFTAR GAMBAR . . . . . . . e xii
DAFTAR LAMPIRAN . . . . . . . e Xxiii
BAB 1 PENDAHULUAN. . . . .. ... .. et 1
1.1 Latar Belakang Masalah . . . . . . . ... ... .. ... ...... 1

1.2 Maksud dan Tujuan KerjaMagang . . . . .. ... ......... 2

1.3 Waktu dan Prosedur Pelaksanaan Kerja Magang . . . . . ... . .. 2
BAB2 GAMBARAN UMUM PERUSAHAAN . . ... .......... 4
2.1 Sejarah Singkat Perusahaan . . . . . . ... ... ... ... .... 4
2.2 Visidan Misi Perusahaan . . . . . .. ... ... ... . ..... 4

2.3 Struktur Organisasi Perusahaan . . . . . . . ... .. ... ... .. 5
BAB 3 PELAKSANAAN KERJAMAGANG . . ... ... ... ..... 7
3.1 Kedudukan dan Koordinasi . . . . .. ... ... .......... 7

3.2 TugasyangDilakukan. . . . . . . . ... .. ... ... ...... 8

3.3 Uraian Pelaksanaan Magang . . . . . .. ... ... ........ 8
33.1 StellarCyber . ... ... ... ... ... .. .. ..., 10

3.3.2 Flowchart SOC Analyst . . . . ... ... .. ........ 12

3.4 Proses Monitoring dan Analisis Ancaman . . . . . ... ... ... 14
34.1 AnalysisAlert . . .. . .. . oo e 14

34.2 ReportdanTicketing . . ... ... ............. 21

3.5 Kendala dan Solusi yang Ditemukan . . . . . .. ... ... ... .. 25
BAB 4 SIMPULANDANSARAN . . . . . .. .. . ... ... ..... 27
4.1 Simpulan . .. ... oL 27
42 Saran. . . ... e e e e e 27
DAFTAR PUSTAKA . . . . . o e 28

X

Analisis dan Evaluasi Keamanan Data..., Reinaldy Thendean, Universitas Multimedia Nusantara



DAFTAR TABEL

Tabel 3.1 Pekerjaan i minggu selama
pelaksanaan kerjamagang . . . . . ... .. ...

IVERSITAS
LTIMEDIA
SANTARA

UN
MU
N U

X1
Analisis dan Evaluasi Keamanan Data..., Reinaldy Thendean, Universitas Multimedia Nusantara



Gambar 2.1
Gambar 2.2
Gambar 3.1
Gambar 3.2
Gambar 3.3
Gambar 3.4
Gambar 3.5
Gambar 3.6
Gambar 3.7
Gambar 3.8
Gambar 3.9
Gambar 3.10
Gambar 3.11
Gambar 3.12
Gambar 3.13
Gambar 3.14
Gambar 3.15

DAFTAR GAMBAR

Logo perusahaan PT Sembilan Pilar Semesta
Struktur organisasi perusahaan PT Sembilan Pilar Semesta 5

XDRKill Chain . . . . . ... ... ... ... ... 11
Flowchart Alur Kerja SOCL1 . . ... ... ... .... 12
Dashboard Alert . . . . . ... ... ... ......... 14
AlertDetail . . . . . ... ... ... ... ... ..., 15
AlertDetail . . . .. ... ... ... ........... 15
AlertInfo . . . . .. ... Lo 16
HashMDS . . . . . . ... o 18
Hasil Virustotal . . . . . ... ... ... ......... 19
Hasil Virustotalip . . . . . . . ... ... ... ...... 19
Hasil AbuselP . . . . .. ... ... ... ......... 20
BlockingIP . . . .. ... ... ..o 21
Template Report Bagian1 . . . . ... ... ....... 22
Template Report Bagian2 . . . . ... ... ....... 23
TicketReport . . . . .. ... ... ... ......... 24
Status Apply . . . . . ... 25

Xii

Analisis dan Evaluasi Keamanan Data..., Reinaldy Thendean, Universitas Multimedia Nusantara



DAFTAR LAMPIRAN

Lampiran 1 PRO-STEP-01 Cover Letter PRO-STEP Career Acceleration

Program Track 2. . . . . . . . . . . .. L e 29
Lampiran 2 MPRO-STEP-02 PRO-STEP Career Acceleration Program
Track2Card. . . . . .. .. . e 30
Lampiran 3 PRO-STEP-03 Daily Task - Career Acceleration Program
Track2 . . . 0 0 31
Lampiran 4 PRO-STEP-04 Verification Form of Internship Report
PROSTEP Career Acceleration Program Track2 . . . .. ... ... .. 49
Lampiran 5 Surat Penerimaaan Magang . . . . .. ... ... ....... 50
Lampiran 6 Form Bimbingan . . . . . . . ... ... ... .. ....... 55
Lampiran 7 Hasil Turnitin . . . . . . .. o0 0oL 0oL 56
Lampiran 8 Formulir Penggunaan Perangkat Kecerdasan Artifisial . . . . . 58
Xiii

Analisis dan Evaluasi Keamanan Data..., Reinaldy Thendean, Universitas Multimedia Nusantara



	HALAMAN JUDUL
	HALAMAN PERNYATAAN ORISINALITAS
	HALAMAN PERSETUJUAN PUBLIKASI KARYA ILMIAH
	HALAMAN PERSEMBAHAN/MOTO
	KATA PENGANTAR
	ABSTRAK
	ABSTRACT
	Daftar Isi
	Daftar Tabel
	Daftar Gambar
	DAFTAR LAMPIRAN

		2026-01-19T13:04:44+0700
	JAKARTA
	e-meterai_signatures
	[5B8500P4R30GXM0L0002U9] Ref-369187276025671


		2026-01-19T13:05:56+0700
	JAKARTA
	e-meterai_signatures
	[2BRP8TZVS50GXM6Y0009S9] Ref-131791237979213


		2026-01-19T13:06:50+0700
	JAKARTA
	e-meterai_signatures
	[2ECLKOYPYT0GXMKH000NA9] Ref-100224962599934




