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ABSTRAK

Kegiatan magang yang dilaksanakan di PT Infracom Technology memberikan
kesempatan untuk terlibat dalam penerapan teknologi cloud computing, khususnya
pada pengembangan sistem automasi backup data menuju Amazon S3. PT Infracom
Technology dipilih sebagai tempat pelaksanaan magang karena reputasinya sebagai
penyedia solusi teknologi informasi berskala nasional serta pengalamannya dalam
menangani proyek-proyek cloud enterprise yang menuntut standar teknis tinggi.
Selama kegiatan berlangsung, berbagai tugas dilaksanakan, meliputi pembelajaran
mendalam mengenai layanan AWS dan Oracle Cloud Infrastructure, pelaksanaan
monitoring layanan melalui penyusunan laporan bulanan dan preventive
maintenance, serta perancangan solusi backup otomatis menggunakan Bash Script,
AWS CLI, dan koneksi VPN Site-to-Site. Beberapa kendala muncul selama proses
implementasi, seperti keterbatasan kapasitas penyimpanan server lokal,
ketidakstabilan konektivitas VPN, dan kegagalan unggah data ke Amazon S3 akibat
ketidakteraturan struktur direktori. Melalui optimalisasi konfigurasi [Psec VPN,
perbaikan arsitektur alur backup, serta penerapan mekanisme validasi dan
percobaan ulang pada script automasi, kendala tersebut berhasil diatasi.
Pelaksanaan praktik kerja ini memberikan pemahaman yang komprehensif terkait
arsitektur cloud, keamanan jaringan, otomasi sistem, dan praktik profesional dalam
pengelolaan infrastruktur teknologi informasi.

Kata kunci: Penyimpanan Cloud, Sistem Backup Otomatis, Amazon S3, IPsec
VPN, AWS CLI, Infrastruktur Cloud
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(Muhammad IlTham Kurniawan)

ABSTRACT

The internship carried out at PT Infracom Technology provided the opportunity to
be involved in the practical implementation of cloud computing technologies,
particularly in the development of an automated data backup system to Amazon S3.
PT Infracom Technology was selected as the internship placement due to its
reputation as a national-scale information technology solutions provider and its
extensive experience in managing enterprise-level cloud projects that require high
technical standards. Throughout the internship, various activities were undertaken,
including in-depth learning of AWS and Oracle Cloud Infrastructure services,
conducting service monitoring through monthly reports and preventive
maintenance, and designing an automated backup solution using Bash Script, AWS
CLI, and a Site-to-Site VPN connection. Several challenges arose during
implementation, such as limited local server storage capacity, unstable VPN
connectivity, and failed data uploads to Amazon S3 caused by inconsistent directory
structures. These issues were addressed through optimization of IPsec VPN
configurations, refinement of the backup workflow architecture, and the
implementation of validation and retry mechanisms within the automation script.
The internship experience provided comprehensive insights into cloud architecture,
network security, system automation, and professional practices in managing
information technology infrastructure.

Keywords: Cloud Storage, Automated Backup System, Amazon S3, IPsec VPN,
AWS CLI, Cloud Infrastructure
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