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PERANCANGAN DAN EVALUASI MODEL DETEKSI DEEPHOAX
AUDIO BERBASIS ANALISIS LAPISAN WAV2VEC 2.0 DAN

KLASIFIKASI MULTI-LAYER PERCEPTRON (MLP)

Linda Sundoko

ABSTRAK

Perancangan dan evaluasi model deteksi deephoax audio berbasis analisis lapisan
wav2vec 2.0 dan klasifikasi Multilayer Perceptron (MLP) telah berhasil dilakukan
untuk mendukung kebutuhan deteksi yang akurat dan efisien. Analisis layer-
wise ablation menunjukkan bahwa lapisan awal wav2vec 2.0 (lapisan ke-4)
menghasilkan performa terbaik dengan akurasi 92,46%, mengungguli lapisan
tengah (90,04%) dan lapisan atas (86,04%), dengan selisih akurasi hingga 6,4 poin
persentase, yang mengindikasikan pentingnya artefak akustik tingkat rendah dalam
deteksi audio hoaks. Evaluasi arsitektur MLP menunjukkan bahwa konfigurasi
empat lapisan tersembunyi memberikan performa optimal dengan akurasi 94,93%,
presisi 88,69%, dan recall 90,81%, serta waktu inferensi sekitar 28 mikrodetik per
sampel, memungkinkan pemrosesan lebih dari 35.000 sampel per detik. Temuan
ini menunjukkan bahwa sistem deteksi audio deephoax yang efektif dapat dicapai
tanpa fine-tuning kompleks dan layak untuk implementasi real-time.

Kata kunci: deephoax audio, keamanan siber, deep learning, multilayer
perceptron, wav2vec 2.0
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DESIGN AND EVALUATION OF AN AUDIO DEEPFAKE DETECTION
MODEL BASED ON WAV2VEC 2.0 LAYER-WISE ANALYSIS AND

MULTI-LAYER PERCEPTRON (MLP) CLASSIFICATION

Linda Sundoko

ABSTRACT

The design and evaluation of an audio deephoax detection model based on wav2vec
2.0 layer-wise analysis and Multi-Layer Perceptron (MLP) classification have been
successfully conducted to support accurate and efficient detection. Layer-wise
ablation analysis shows that the early wav2vec 2.0 layer (layer 4) achieves the
best performance with an accuracy of 92,46%, outperforming the middle layer
(90,04%) and the top layer (86,04%), with an accuracy gap of up to 6,4 percentage
points, indicating the importance of low-level acoustic artifacts in audio hoax
detection. Evaluation of MLP architectures demonstrates that a four-hidden-layer
configuration yields the optimal performance, achieving an accuracy of 94,93%,
precision of 88,69%, and recall of 90,81%, while maintaining an inference time
of approximately 28 microseconds per sample, enabling real-time processing of
more than 35.000 samples per second. These findings indicate that effective audio
deephoax detection can be achieved without complex fine-tuning and is suitable for
real-time deployment.

Keywords: audio deephoax, cybersecurity, deep learning, multilayer perceptron,
wav2vec 2.0
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