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ANALISIS MONITORING SECURITY INFORMATION AND EVENT
MANAGEMENT (SIEM) DAN RESPONS INSIDEN DI PT DEFENDER
NUSA SEMESTA

Azalea Keisha Putri

ABSTRAK

Transformasi digital yang pesat telah memperluas permukaan serangan dan
meningkatkan risiko insiden siber, baik di sektor swasta maupun pemerintahan.
Untuk menjawab tantangan tersebut, organisasi membutuhkan sistem pemantauan
keamanan yang adaptif dan terintegrasi. Laporan ini membahas implementasi
dan efektivitas monitoring keamanan serta respons insiden di PT Defender Nusa
Semesta (Defenxor) selama program magang 15 minggu pada divisi Security
Operations Center (SOC). Pemantauan dilakukan dengan memanfaatkan Elastic
Stack sebagai platform SIEM utama, didukung oleh integrasi multi-platform
seperti Grafana, Check Point Harmony Endpoint, dan SolarWinds. Fokus utama
meliputi korelasi log lintas sumber, validasi indikator kompromi menggunakan
threat intelligence, serta pengawasan infrastruktur dan endpoint secara terpadu.
Hasil kegiatan menunjukkan bahwa penerapan monitoring berbasis SIEM dan
respons insiden terstruktur mampu meningkatkan akurasi deteksi, mempercepat
eskalasi insiden, serta memperkuat kesiapan keamanan informasi di lingkungan
klien. Program ini tidak hanya mendukung pencapaian tujuan pembelajaran, tetapi
juga memberikan kontribusi nyata terhadap operasional SOC perusahaan.

Kata kunci: Elastic Stack, Incident Response, SIEM
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AN ANALYSIS OF SECURITY INFORMATION AND EVENT
MANAGEMENT (SIEM) MONITORING AND INCIDENT RESPONSE AT PT
DEFENDER NUSA SEMESTA

Azalea Keisha Putri

ABSTRACT

The rapid pace of digital transformation has expanded the attack surface and
increased the risk of cyber incidents across both private and public sectors. To
address these challenges, organizations require adaptive and integrated security
monitoring systems. This report explores the implementation and effectiveness
of security monitoring and incident response at PT Defender Nusa Semesta
(Defenxor) during a 15-week internship program within the Security Operations
Center (SOC) division. The monitoring process utilized Elastic Stack as the primary
SIEM platform, supported by multi-platform integration involving Grafana, Check
Point Harmony Endpoint, and SolarWinds. The main focus includes cross-source
log correlation, validation of indicators of compromise using threat intelligence,
and integrated infrastructure and endpoint monitoring. The results show that
structured SIEM-based monitoring and incident response improve detection
accuracy, accelerate incident escalation, and strengthen information security
readiness in client environments. This program not only achieved the intended
learning outcomes but also provided tangible contributions to the company’s SOC
operations.

Keywords: Elastic Stack, Incident Response, SIEM
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