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DETEKSI WEBSITE PHISHING BERBASIS KARAKTERISTIK URL
MENGGUNAKAN PENDEKATAN RANDOM FOREST DAN
DECISION TREE

Louis Gaudiamo Halim

ABSTRAK

Serangan phishing merupakan teknik rekayasa sosial yang menjadi salah satu
ancaman keamanan siber terbesar yang bertujuan mencuri informasi sensitif dengan
memalsukan situs web agar terlihat asli. Tantangan utama sistem deteksi saat ini
adalah bergantung pada analisis isi halaman (content-based) sering kali membebani
sistem karena membutuhkan daya komputasi tinggi dan waktu proses yang lama.
Untuk mengatasi kendala tersebut, penelitian ini menawarkan solusi yang lebih
ringan dan cepat, yaitu sistem pendeteksi phishing hanya dengan menganalisis
karakteristik URL (lexical-based features) dan reputasi domain, tanpa perlu
mengunduh konten halaman. Dengan memanfaatkan dataset publik dari Kaggle
yang mencakup 11.430 sampel URL yang terdiri dari 89 kolom fitur, studi ini
menguji ketangguhan algoritma Random Forest melawan model dasar Decision
Tree. Melalui serangkaian pengujian fitur leksikal dan optimasi hyperparameter
tuning untuk hasil maksimal. Hasil eksperimen membuktikan keunggulan Random
Forest, yang berhasil mencatat akurasi (accuracy) hingga 95.51%, dengan presisi
(precision) 95.51%, recall 95.43%, dan FI-score 95.47%, hasil yang lebih stabil
dibandingkan Decision Tree di angka 92.52%. Temuan ini menegaskan bahwa
kombinasi fitur sederhana seperti umur domain dan status indeks pencarian sudah
cukup untuk membangun pertahanan anti-phishing yang cepat dan akurat.

Kata kunci: Karakteriktik URL, Keamanan Siber, Machine Learning, Phishing,
Random Forest
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PHISHING WEBSITE DETECTION BASED ON URL FEATURES USING
RANDOM FOREST AND DECISION TREE

Louis Gaudiamo Halim

ABSTRACT

Phishing attacks are social engineering techniques representing one of the greatest
cybersecurity threats, aiming to steal sensitive information by falsifying websites
to appear authentic. The main challenge of current detection systems lies in
their reliance on content-based analysis, which often burdens the system due to
high computational power requirements and long processing times. To address
these constraints, this study offers a lighter and faster solution include a phishing
detection system that analyzes only URL characteristics (lexical-based features)
and domain reputation, eliminating the need to download page content. Utilizing
a public dataset from Kaggle comprising 11,430 URL samples and 89 feature
columns, this study evaluates the robustness of the Random Forest algorithm against
a baseline Decision Tree model. The process involves a series of lexical feature tests
and hyperparameter tuning optimization to achieve maximum results. Experimental
results demonstrate the superiority of Random Forest, achieving an accuracy of
95.51%, with a precision of 95.51%, recall of 95.43%, and F1-score of 95.47%,
reflecting significantly higher stability compared to the Decision Tree at 92.52%.
These findings confirm that a combination of simple features, such as domain age
and search index status, is sufficient to construct a fast and accurate anti-phishing
defense.

Keywords: Cybersecurity, Machine Learning, Phishing, Random Forest, URL
Characteristics
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