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ANALISIS PERFORMA DAN KEAMANAN REMOTE ACCESS
NETWORK ATTACHED STORAGE (NAS) BERBASIS PROXMOX
MENGGUNAKAN VPN WIREGUARD DAN REVERSE PROXY NGINX

Arkana Asa Andoko

ABSTRAK

Penerapan teknologi Network Attached Storage (NAS) di lingkungan jaringan
residensial sering kali terkendala oleh batasan Carrier-Grade NAT (CGNAT) yang
menghalangi akses langsung dari internet publik. Penelitian ini bertujuan untuk
menganalisis performa dan keamanan dua metode akses jarak jauh pada NAS
berbasis Proxmox, yaitu Virtual Private Network (VPN) WireGuard dan Nginx
Reverse Proxy, yang diimplementasikan menggunakan arsitektur Hub-and-Spoke
dengan VPS sebagai gerbang utama. Pengujian dilakukan pada empat skenario:
Baseline LAN, VPN WireGuard, Nginx HTTPS, dan Hybrid, dengan mengukur
metrik latency, throughput, dan kecepatan transfer berkas, serta mengevaluasi
keamanan menggunakan kerangka kerja CIA Triad. Hasil penelitian menunjukkan
bahwa penerapan enkripsi menyebabkan penurunan performa yang signifikan,
dengan rata-rata kecepatan transfer berkas pada skenario aman berkisar antara
23-26 Mbps, atau turun sekitar 97% dibandingkan akses Baseline LAN (889,34
Mbps). Meskipun demikian, skenario Nginx Reverse Proxy mencatatkan performa
terbaik di antara metode aman dengan kecepatan 25,99 Mbps dan latency 20,58 ms.
Analisis keamanan membuktikan bahwa enkripsi ChaCha20-Poly1305 dan TLS 1.2
efektif melindungi data dari serangan sniffing, meskipun audit menemukan celah
pada konfigurasi header keamanan HTTP. Disimpulkan bahwa Nginx menawarkan
keseimbangan terbaik untuk akses umum berbasis web, sedangkan WireGuard
direkomendasikan untuk akses administratif yang membutuhkan isolasi jaringan
penuh.

Kata kunci: Analisis Performa, Keamanan Jaringan, NAS, Nginx, WireGuard
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PERFORMANCE AND SECURITY ANALYSIS OF REMOTE ACCESS
NETWORK ATTACHED STORAGE (NAS) BASED ON PROXMOX USING
WIREGUARD VPN AND NGINX REVERSE PROXY

Arkana Asa Andoko

ABSTRACT

The implementation of Network Attached Storage (NAS) technology in home
network environments is often hindered by Carrier-Grade NAT (CGNAT)
constraints, which prevent direct access from the public internet. This study aims to
analyze the performance and security of two remote access methods on a Proxmox-
based NAS: WireGuard Virtual Private Network (VPN) and Nginx Reverse Proxy,
implemented using a Hub-and-Spoke architecture with a VPS acting as the main
gateway. Testing was conducted across four scenarios: Baseline LAN, WireGuard
VPN, Nginx HTTPS, and Hybrid, measuring latency, throughput, and file transfer
speed metrics, while evaluating security using the CIA Triad framework. The results
indicate that the implementation of encryption caused a significant performance
drop, with average file transfer speeds in secure scenarios ranging from 23-26
Mbps, representing a decrease of approximately 97% compared to the Baseline LAN
access (889.34 Mbps). However, the Nginx Reverse Proxy scenario recorded the
best performance among secure methods, with a speed of 25.99 Mbps and a latency
of 20.58 ms. Security analysis confirmed that ChaCha20-Polyl1305 and TLS 1.2
encryption effectively protected data from sniffing attacks, although gaps in HTTP
security header configurations were identified. It is concluded that Nginx offers the
best balance for general web-based access, while WireGuard is recommended for
administrative access requiring full network isolation.

Keywords: NAS, Network Security, Nginx, Performance Analysis, WireGuard.
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